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Preface

The present book, published as volume 164 of the Communications in Computer
and Information Sciences (CCIS) series, includes 84 extended and revised ver-
sions of selected papers from the 2011 Second International Conference on on
Theoretical and Mathematical Foundations of Computer Science (ICTMF 2011).
The conference was held in Singapore together with the 2011 Second Interna-
tional Conference High-Performance Networking, Computing and Communica-
tions Systems (ICHCC 2011). Revised selected papers of the latter conference
are published as volume 163 of the CCIS series. The ICHCC-ICTMF 2011 con-
ferences were organized by the Intelligent Information Technology Application
Research Association (IITA), Nanyang Technological University, and SMU.

The goal of ICHCC-ICTMF 2011 was to bring together researchers from
academia and industry as well as practitioners to share ideas, problems, and
solutions relating to the multifaceted aspects of high-performance networking,
computing and communication systems, theoretical and mathematical founda-
tions of computer science.

Being crucial for the development of high-performance networking, comput-
ing and communication systems, theoretical and mathematical foundations of
computer science, our conference encompassed a large number of research top-
ics and applications: from computational science, engineering and technology to
digital signal processing; from computational biology to game theory and other
related topics, which are included in the scope of this conference.

In order to ensure a high-quality international conference, we had a high-
quality reviewing course, undertaken by experts from home and abroad, with
low-quality papers being rejected.

Nothing would have been done without the help of the Program Chairs,
organization staff, and the members of the Program Committees. Thank you!

We hope readers will gather lots of information from these meaningful papers.

April 2011 Qihai Zhou
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Numerical Study for the Effects of Injection Parameters
on Flow Fields of the Blockerless Thrust Reverser

Yun-Hao Zhang', Eriqitai®, and Xiao-Xing Li'

! School of Mechanical Engineering and Automaiton, BeiHang University,
Beijing, 100191, P.R. China
% School of Jet Propulsion, BeiHang University, Beijing, 100191, P.R. China

Abstract. In this paper, CFD was used to simulate the flow fields of the
blockerless thrust reverser model. Based on the numerical simulation, the effects
of different injection parameters on cascade flow ratio and injection flow ratio
were analyzed. The characteristics of the flow fields were also investigated. It
was indicated that location, angle and slot thickness of secondary flow injection
had a great influence on the performance of the thrust reverser. Base on the
analysis results, we can get the optimum injection parameters.

Keywords: Blockerless thrust reverser, Numerical simulation, Secondary flow
injection, Turbofan engine.

1 Introduction

The thrust reverser is the commonly used as the reduction gear, which is mainly used
for reducing the landing distance of the airplane; and it is matched with the brake
equipments to provide the braking. The large commercial aircraft uses the cascade
thrust reverser which uses the blocker door to block engine fan flow and forces the air
current turn to the cascade vanes to generate reverse thrust. With the development of
the high-bypass-ratio turbofan engines, the disadvantages of the conventional cascade
thrust reverser as heavy and high maintenance costs are obvious; NASA, GE and
other research organizations have successively carried out the research on the thrust
reverser, wherein, the blockerless thrust reverser is one new type thrust reverser
which draws more attention. The blockerless thrust reverser leads a small amount of
high-pressure core flow and injects the current into the fan flow to form the high-
pressure gas curtain blocking the fan flow; moreover, makes it turn to the cascade
vanes to generate the reverse thrust[1] [2][3] [4].

In the process of the research on the thrust reverser at present, mainly uses the
methods of experimental simulation and numerical simulation. For the restrictions on
the experimental techniques, the understanding for the characteristic of the flow field
of thrust reverser is not sufficient; however, with the development of the CFD
technology, the method of using the numerical simulation to study on the flow field of
thrust reverser is used more and more widely.

This paper uses the CFD technology to study the flow field of blockerless thrust
reverser and analyzes the characteristics of its flow field. Through the study on the

Q. Zhou (Ed.): ICTMF 2011, CCIS 164, pp. 1 2011.
© Springer-Verlag Berlin Heidelberg 2011



2 Y.-H. Zhang, Eriqitai, and X.-X. Li

effect of injection position, injection angle and injection pressure ratio on the
performance of the reverse thrust to analyze the effect of the regularity for change in
air injection parameter on the performance of the reverse thrust, which is useful for
seeking the optimal design parameter when design the thrust reverser.

2 Methodology

2.1 Numerical Calculation Model

The model of the thrust reverser makes the experimental model in the reference [1] as
the basis and appropriately simplifies it. This model is a 7.9%-scale model with a fan-
to-core bypass ratio of 9 and the cascade vanes of the thrust reverser use the equal-
width vane. The position of the secondary flow injection is the internal face of the fan
nozzle. To simplify the research, this paper will not consider the effect of the core
flow on the entire flow field.

2.2 Method of Calculation

This paper uses the axisymmetric model and considers the flow of the air current in
the blockerless thrust reverser as the two-dimensional steady compressible flow.
Without considering the effects of the gravity, thermal radiation and chemical
reaction in the flow, the three-dimensional compressible flow N-S equation under the
Cartesian coordinates can be written as

1

In the equation, U is the Conservation variable and the F, G and H are the fluxes
and are the viscosity terms.

Currently, in the numerical simulation for the flow field of the thrust reverser, the
commonly used turbulence models are SST k- model, Realzable k-¢ model and
RNG k-emodel[5][6][7][8]. In this paper, it uses the RNG k-&¢ model which fits
relatively well with the experimental data to do the numerical simulation. The discrete
scheme of the equation uses the second order upwind difference scheme to obtain the
higher calculation accuracy.

Fig. 1. Two-Dimensional CFD Mesh used to Simulate the Flow Field in the Fan Duct
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3 Results and Discussions

3.1 Effect of the Injection Location

The calculation in this part selects five injecting locations to study the influencing
regularities of different injection positions to performance of the reverse thrust. In the
calculation of this part, set the injection angle as 45 degree. And set the injection
width as 0.635mm and set the injection pressure ratio 12. The injection locations are
shown in the following table.

Table 1. Setting of the Injection Position

Serial Number 1 2 3 4 5
Air Injection Position

(mm)

38.4032 75.2602 85.4202 95.5802 164.0078

As shown in the figure 2, the cascade flow ratio at different injection position is
quite different. The cascade flow ratio at the injection position near the throat is
relatively higher than the average value; therefore, the optimal air injection position
should be near the throat. With the increase of the pressure ratio, the injection flow
cannot completely block the fan flow; the unblocked fan flow generates thrust to
cause the sharp decline of the reverse thrust. And the injection flow ratio also sharply
reduces with the increase of FNPR. The injection flow ratio is high when it is at the
low FNPR because the injection flow will baffle the fan nozzle which is at the front of
the cascade window; therefore, the fan flow is very low and meanwhile, will cause the
engine to break down; therefore, should try the best to avoid it.
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Fig. 2. Effects of the Injection Location on the Cascade Flow Ratio and Injection Flow Ratio

Select the streamlined diagram of each air injection position when FNPR is 1.6 as
shown in figure 3. The reflow zone behind the air injection position will gradually
increase with the air injection position becomes closer and closer to the throat. The
bigger of the reflow zone becomes, the greater effect of the blocking to the fan flow
will be. The first three air injection positions cannot form effective blocking for the
fan flow; therefore, the cascade window will generate the bigger reflow zone, which
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will affect the performance of the reverse thrust. The flow field of the air injection
position 4 and 5 are relatively ideal; the flow state in the cascade channel is also
similar with the flow state of the conventional cascade thrust reverser and its reverse
thrust efficiency is relatively high.

(a) Injection Location 1 (b) Injection Location 2

(c) Injection Location 3 (d) Injection Location 4

(e) Injection Location 5

Fig. 3. Streamlined Diagram of the Flow Field at Different Injection Position

3.2 Effect of the Injection Angle

Based on the research result of the front part, select the air injection position 4 whose
barrier properties are relatively ideal and change its air injection angle to study the
effect on the performance of the reverse thrust. And the settings of the parameters for
the air injection seam are shown as the following table.

Table 2. Settings of the Injection Parameters at Different Injection Angles

Parameter Value
Injection Width (mm) 0.635
Injection Angle (°) 15, 30, 45, 60, 75, 90
Injection Pressure Ratio 12

Injection Location 4
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From the calculated results shown in figure 4, we can find that with the increase of
the angle, the cascade flow ratio is gradually declining; with the increase of FNPR,
the cascade flow ratio sharply dropped at first and then kept steady. For one certain
air injection position, there’s a optimal air injection angle where its reverse thrust
efficiency is the highest. Moreover, the injection flow ratio decreases with the
increase of the angle and they seem to be the same at the high FNPR. When the air
injection angle is relatively small at the low FNPR, the injection flow ratio is far more
than the restriction of 0.05; therefore, selecting the optimal air injection angle needs to
consider the reverse thrust efficiency and the injection flow ratio.

[ %
M R

i ;o b AL

Fig. 4. Effect of Injection Angle on the Cascade Flow Ratio and Injection Flow Ratio

(a) 15 Degree (b) 30 Degree
(c) 45 Degree (d) 60 Degree
(e) 75 Degree (f) 90 Degree

Fig. 5. Streamlined Diagram of the Thrust Reverser at Different Injection Angle
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When set the FNPR as 1.6, the streamlined diagrams for each air injection angle are
shown as follow and study its characters of the flow field. As shown in the figure 5, it
generates relatively large separation zone when the air injection is small and the barrier
properties for the external bypass are also good. Because when the air injection angle is
relatively small, the component velocity of the air current of the air injection along the
flow direction of the air current in the external bypass is relatively larger, which has
better barrier properties for the air current in the external bypass. When the air
injection angle is too big or too small, then it cannot form the big separation zone to
barrier the external bypass. We can notice that when the air current of the air injection
cannot barriers the external well, there will form a relatively large recirculation zone at
the cascade window, which will affect the reverse thrust efficiency of the entire device.
There’s an optimal air injection angle at the certain position where its reverse thrust
efficiency is low and the flow of the air injection is relatively low. The optimal air
injection angle is related with the air injection position, pressure ration of the external
bypass and the flow of the air injection.

3.3 Effect of the Injection Pressure Ratio

The injection pressure ratio affects the flow of the air injection much; in the
calculation of this part, select four injection pressure ratios to calculate. The settings
for the parameters are shown as follow.

Table 3. Settings of the Injection Parameter at Different Injection Pressure Ratios

Parameter Value
the Injection Width (mm) 0.635
Injection Angle (°) 45
the Injection Pressure Ratio 1.6, 8, 10, 12
Injection Location 4

As shown in the figure 6, the cascade flow ratio o increases with the increase of
the injection pressure ratio and the reverse thrust increases with the increase of the
injection pressure ratio. When the pressure ratio if bigger than 10, the curve for the
cascade flow ratio keeps steady, which means the flow passed through the cascade
window is almost saturated and there’s no great effect on the reverse thrust when the
injection pressure ratio is increased; therefore, there’s an optimal injection pressure
ratio. For the curve diagram for the injection flow ratio, we can get to know that the
injection flow ratio increases with the increase of the injection pressure ratio.

When select the pressure ratios as 1.6, the streamlined diagrams for the different
pressure ratios of the air injection are shown as follow. With the increase of the
pressure ratio, the separation zone at the back part of the air injection is gradually
increased; therefore, the barrier properties for the external bypass will become better
and better. All the four air current of the air injections do not completely barrier the
external bypass; there’s a big recirculation zone at the cascade window, which will
affect the reverse thrust efficiency of the entire device.
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Fig. 6. Effect of the Injection Pressure Ratio on the Cascade Flow Ratio and Injection Flow Ratio

(a) Injection Pressure Ratio 1.6 (b) Injection Pressure Ratio 8

(c) Injection Pressure Ratio 10 (d) Injection Pressure Ratio 12

Fig. 7. Streamlined Diagrams for the Thrust Reverser at Different Injection Pressure Ratio
when the Pressure Ratio is 1.6

4 Conclusion

This paper uses the CFD technology to do the numerical simulation on the flow field
of the blockerless thrust reverser; moreover, it inspects the effect of the injection
position, injection angle and the injection width on the performance of the thrust
reverser and gets the conclusions as follow:

(1) To change the injection position, injection angle and the injection width can
obviously affect the performance of the reverse thrust in the blockerless
thrust reverser. To obtain the optimal injection position near the throat. When
the injection angle is relatively small, it can obtain the optimal injection
angle. And the injection width can significantly affect the injection flow and
further affects the performance of the thrust reverser.
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(2)  Thrust reverser efficiency and flow injection ratio are two paradoxical
performance indexes; to satisfy the design requirement of the injection flow
ratio, the reverse thrust efficiency is always discarded to seek the optimal
balance point.

(3)  The cascade flow does not change a lot with the different air injection states;
to seek the optimal reverse thrust performance, it is necessary to improve the
design of the cascade vanes according to the concrete characteristics of the
flow field.
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Abstract. Based on H'-Galerkin mixed finite element method, which
may get off the requirement of LBB consistency condition, a numeri-
cal approximate scheme is established with nonconforming quasi-Wilson
element for the dispersive-dissipative wave equation(DDWE). As quasi-
Wilson element possesses a special property i.e. the consistency error
is one order higher than interpolation error, the corresponding optimal
error estimate is derived by the interpolation technique instead of the
generalized elliptic projection which is necessary for classical error esti-
mates of finite element method.

Keywords: Dispersive-dissipative wave equation, nonconforming quasi-
Wilson element, H*-Galerkin mixed finite element method, optimal error
estimates, interpolation technique.

1 Introduction

With the development of the mixed finite element methods, Pani [I] proposed
a new mixed finite element method named H!'-Galerkin mixed finite element
method which need not satisfy the LBB consistency condition. From then on, the
method has applications in many practical problems, for example, the method is
applied to the parabolic partial differential equations[I], hyperbolic type integro-
differential equation[2], pseudo-hyperbolic equations[3], Sobolev equations[4] and
so on. On the other hand, it is known that the famous nonconforming Wilson el-
ement is much better than conforming bilinear element. As an improved Wilson
element, quasi-Wilson element is convergent for arbitrary quadrilateral meshes.
Recently, Jiang and Cheng[5] proposed a simple quasi-Wilson element which
passes Irons patch test and is convergent for arbitrary quadrilateral meshes, this
idea comes from Shi and Chen[6]. Shi and Chen[7] extended this element to
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a class of quasi-Wilson elements. Experiments showed that these elements have
good numerical results. Chen and Shi[8] proved the consistency error due to non-
conformity of elements in [5], Shi and Chen[8] proved that the consistency error
of quasi-Wilson element was an order O(h?), one order higher than of Wilson
element. Because of this, the qausi-Wilson element have the better convergence
behavior. In this paper, we establish a H'-Galerkin mixed scheme with non-
conforming quasi-Wilson element for the following dispersive-dissipative wave
equation|[9]

Ut — Aut — Autt — Au = f(X), in £2 x [0, TL
WX, ) = o0, on 00 % [0,T], (1)
w(X,0) = up(X), w(X,0)=ui(X), in £2,

where {2 is a convex polygonal domain in R? with Lipschitz continuous boundary
082, [0,T] is the time interval, uo(X), u1(X) are given functions and f(X) is a
smooth function. Then, we derive optimal order error estimate by using the
above superiority of the proposed method.

2 Construction of the Elements

Let K = [0,1] x [0, 1] be a reference element on £ —7 plane and A = (0,0), Ay =
(1,0), A3 = (1,1), Ay = (0,1) be its four vertices.
Next, we define the finite elements {K, Pi, Xi(i = 1,2)}
]51 :span{Ni(ﬁ,r]),(l SZS4)}, ZAII Z{’[)l,’[)g,’[)3,’[}4},
152 = Span{Ni(faﬂ)v (1 <i<4),0(0), 90(77)}7 ZAQ = {@la g, U3, 0g, s, ’[}6}7

where

Nl(fvn) = (1_5)(1_77)7 N2(§1’r]) = 5(1_77)7 N3(€777) = Ena N4(€777) = (1_5)777

7_3 7 5 Ve
plt) = — 1l — 1)+ (2~ 1)~ 1],
24 24
b= (A0 (L= i <4), o= [ dedn, o= [ 0 e
K

The interpolation functions which are well-posed can be expressed as follows:

4
Iy Z i€, m)s, Ihv—ZN (& m)bi + ©(€)Ds + ()b

i=1

Let 2 C R? be a convex polygonal domain with boundaries 0f2 parallel to

the axes, and I, be a family of decomposition of 2 with 2 = U K.
Kerly
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VK € Iy, let Ox = (zk,yK) be the center of K, and h, h, be the perpen-
dicular distances between Ok and two sides of K which are parallel to the two
coordinate planes, respectively.

The K can be written as

K = [xx —he, v +he] X [y — hy, yrc + hyl, he = max{hg, h,}, h= max hi.
h

The affine mapping Fx : : K — K is defined as follows:
r=xg + ha,
{ Y =y + hyn.
Then, the associated finite element spaces V;, and W}, are defined by
Vi = {v" 0" |[ge Pro Fl,vh an=0};
={w" = (w}, wh):w}' |ke P?> o Fr', for any nodal point a€d2, w"(a)=(0,0)},
then for all v € H?(2), W = (w1, ws) € (H'(£2))?, we define the interpolation
operators I, and Il as
In HX(Q) — Vi, I |g= Ix, Ixv= (Iy0) o Fr'
and
Iy« (HY(2))? = Wi, Iy |k= g, @ = ((Ipan) o Fr', (o) o F),

respectively.

3 Semi-discrete Scheme of the H'-Galerkin Mixed Finite
Method

We split the first equation of (1) into the following system of two equations
Vu=17, uy—divg — divg; —divg = f. (2)
The weak form of (2) is defined to be a pair {u, @} : [0,7] — H}(2) x
H(div, £2) satisfying
(Vu, Vv) = (7, Vv), Vv e Hy(£2),
(G, W) + (divg + divg + div @, divw) = (f, divW), YW € H(div, 2),
w(X,0) = up(X), w(X,0)=u1(X), in 2.
(3)
The semi-discrete procedure of H!-Galerkin mixed finite element method for
system (3) is to find a pair {u”, 7"} : [0,T] — Vi x W, such that
(Vul, Vo) = (g", Vo), ol e W,
(@", w") + (div@" + divg" + divg", divw") = (f, divw™), v&" e Wy,
u(X,0) = Iuo(X), ul(X,0)= lui(X), in £2.
(4)
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4 Error Estimates
At first, we give a lemma which is important for the error analysis and can be
found in [§].

Lemma 1. Vu € HL(2)(H2(£2), Vi € Wy, then there holds

B / 72)ds| < Chlula|[T o,

Kely,

— — . —
where [ B2 = 37 118130 and [F 1y iy = G113 + [divF 3. Here and

Kery
later, hg is the length of the longest side of K, h = nax hg and C denotes a
€lh

general positive constant which is independent of h.
Now, we will state the following main result of this paper.

Theorem 1. Suppose {u, 7} and {u", 7"} are solutions of (3)and(4), respec-
tively. There holds

t
h
lu— w12 + 17 — T Prainnsn) < OB / x()dr,
0

where x(7) = [|ull + [lul§ + |17 + 1717 + [dive 1T + | divgi || + | dive |17

Proof: Let u—u" = (u — Lyu) + (lyu—u") =n+¢ 7T —-7" = (T -
L)+ ULL,77 —7" =7+ 0, then the error equations can be rewritten as

(VE, Vo) = —(Vn, Vol) + (7, Vo) + (7, Vo),
( it ) + (div 0 + div; + divdy,, divw") =
wpt—i— ZUpft+ wp 2V Ut nds.
d d divp, divw") + w" - wd
Ken, /oK
- (5)
Setting v = ¢, @W" = @ in (5) and summing its two equations, we get
1d N .
IVEI + T + g 146018 4 1660 3 = (9 V) +

(7,V€) +(6,V¢) — (i, ;) — (divpndiv?[) (divpet, divd; ) —

(divp, dw@t Z / uttﬁt -Tds = ZA (6)
oK

Koy,
Using Cauchy-Schwartz inequality and Lemma 1, terms on the right side of

(6) can be estimated as follows
[Ai] = | = (Vn, VO < VIS + 17113) + exl VEIG:
|[A2] = [(7, VO] < CIVallg + I 7118) + 1[I VENE;
45| = (8, VE)| < CI T3 + 1| VEIIE;
|Aal = | = (P&, 8:)] < ClIaillg + 21187 5;
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45| = | = (divpy, divd;)| < C|divp|[§ + 25| divF; |[3;
|Ag| = | — (divps, div8;)| < C||divpe||2 + e3]|div 0y |12;
A7 = | — (div P, div,)| < C||divp |3 + esl|divd; |12;

[As| = > / (87 - 7)ds < Chluula|[8; o < Ch2[|uwll3 + 2|87 13-

Kely,

Integrating both sides of (6) form 0 to t, employing the above estimates and

t t
noticing/ ||7||(2)d7' < / (/ ||9t|\0ds) T < C/ H9t||0d7' the following esti-

0
mate will be derived by Gronwall’s lemma
¢
10¢113 + lldiv0|I5 + [|div 0| < C/ UVallg + 1713 + 17113 + lldivz |l +

divpal3 + |div |2)dr + Ch? / unldr = 3" B, ()
J=1
By interpolation theory, we have the following estimates

t t
By = [ IValiar < cn [ ulgar
0 0

t t
By — / | |2dr < O / |3
0 0

t t
B = / 17 |2dr < O / 17 2dr;
0 0

t t
B4:/ Hdz’vm’H%dTgChz/ |div e |2dr:
0 0
t t
B :/ ||dwm||gdrg0h2/ divazs | 2dr:
0 0

t t
Bs :/ ||dw7||nggCh2/ |divg||3dr.
0 0

7 t
Based on the above estimates, we gain Z B; < Chg/ x(T)dr. (8)
=1 0

Combining (7) and (8), we can deduce that

t
— .= . =
10: 113 + [|divoe |13 + l|div 0|17 < Ch?/0 (lull3 + llueell? + 1@l + 11T +
| div || + |divgzt || + || div g |[7)dr. 9)

t t
Noticing that 8 (0)=10, we get 7@5):/ 0, (t)dr and | 02 < c/ 1167 ||2dr.
0 0
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Thus, the following estimate can be obtained by (9)
t
— — R
1001 aios) = 101G + lldiv O[I5 < Oh2/0 (lll3 + llueelF + gl + 1717 +

|div@z||? + ||divgz |3 + ||divd ||3)dr, then the proof of Theorem 1 is completed
by use of triangle inequality.

Acknowledgments. This research is supported by National Natural Science
Foundation of China (Grant No.10971203); Tianyuan Mathematics Foundation
of the National Natural Science Foundation of China(Grant No.11026154)and
the Natural Science Foundation of the Education Department of Henan Province
(Grant Nos.2010A110018; 2011A110020).

References

1. Pani, AK.: An H'-Galerkin Mixed Finite Element Methods for Parabolic Partial
Differential Equations. SIAM J. Numer. Anal., 35, 712-727(1998)

2. Shi, D.Y., Wang, HH.: A New H!-Galerkin Mixed Finite Element Method for
Hyperbolic Type Integro-Differential Equation. Chinese J. Eng. Math., 26(4), 648
652(2009)

3. Liu, Y., Li, H.: H'-Galerkin Mixed Finite Element Methods for Pseudo-Hyperbolic
Equations. Appl. Math. Comput. 212, 446-457(2009)

4. Shi, D.Y., Wang, H.H.: Nonconforming H'-Galerkin Mixed FEM for Sobolev Equa-
tions on Anisotropic Meshes. Acta Math. Appl. Sin., 25(2), 335-344(2009)

5. Jiang, J.S., Cheng, X. L.: A Nonconforming Element Quasi-Wilsons for Second
Order Problems. Acta Numer. Math., 14(3), 274-278(1992)

6. Shi, Z.C., Chen, S.C.: An Analysis of A Nine Degree Plate Bending Element of
Specht. Acta Numer. Math., 11(3), 312-318(1989)

7. Shi, D.Y., Chen S.C.: A Kind of Improve Wilson Arbitrary Quadrilateral Elements.
Numer. Math. J. Chinese Univ., 16(2), 161-167(1994)

8. Chen, S.C., Shi, D.Y.: Accuracy Analysis for Quasi-Wilson Element. Acta Math.
Sci. 20(1), 44-48(2000)

9. Shang, Y.D.: Initial Boundary Value Problem of Equation u — Au— Auy — Augy =
f. Acta Math. Appl. Sin. 23(3) 385-393(2000)



One Dynamic Hierarchical Data Acquisition Model for
Pre-geohazards Information Acquisition

Honghui Wang, Xianguo Tuo, Guiyu Zhang, and Zhaoyi Zhang

State Key Laboratory of Geohazard Prevention and Geoenvironment Protection,
Chengdu University of Technology, Box 5256,
No.1 Erxian Qiao, Dongsan Road,
610059 Chengdu, Sichuan, China
wanghh_945@163.com, txg@cdut.edu.cn

Abstract. In recent years, the geohazards are very serious all over the world,
especially in China such as the Wenchuan earthquake-trriggered geohazards
and Zhouqu debris flows. As one of the effective and inexpensive approaches,
pre-geohazards information monitoring technology is being more and more
valued and has attached lots of researchers’ interests. Some modern information
technologies are adopted to develop the geohazards equipments such as
GPRS/GSM/GPS, WSN, and MEMS and the effects are obvious. However,
almost most monitoring equipments use fixed-period sampling model which
has caused some conflicts among the data redundancy, data integrity,
communication costs and the system power consumptions. Thus, one dynamic
hierarchical data acquisition (DHDA) model according to the geohazard
development characteristics is proposed and the implementation technology is
described. Finally, one case study about the model application is developed in
the Panzhihua Airport Landslide, China. The results have evinced the DHDA
model is effective for pre-geohazards information acquisition.

Keywords: Geohazards — Information acquisition — Landslide displacement —
Monitoring — Early warning.

1 Introduction

1.1  Severity of the Geohazard Situation

Every year, countries all over the world have been struck by lots of geohazards. All
geohazards have caused substantial human and financial losses. Furthermore, China is
one of the countries with serious geohazards in the world, estimated at the annual
dead of about 1000 people and the annual cost of approximately 10 billion Yuan
(Zhang et al. 2005).

On Monday, May 12, 2008, a devastating mega-earthquake of magnitude 8.0
struck the Wenchuan area, northwestern Sichuan Province, China. The earthquake has
triggered lots of secondary geohazards such as rock avalanches, landslides, landslides
dams and debris flows. China Geological Survey has identified 4,970 potentially risky
sites, 1,701 landslides, 1,844 rock avalanches, 515 debris flows, and 1,093 unstable

Q. Zhou (Ed.): ICTMF 2011, CCIS 164, pp. 15122| 2011.
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slopes (Cui et al. 2009). There are more than 10,000 potential geohazard sites induced
by the Wenchuan earthquake (Yin et al. 2009). Meanwhile, Lessons from Wenchuan
Earthquake tell us that geohazards will continue after the earthquake in active fault
regions (Cui et al. 2009). In all, the geohazard situation of China is very severe.

1.2 Importance and Urgency of the Geohazards Monitoring

Facing to the lots of geohazards and the expensiveness of the mechanical
reinforcement measures (Uchimura et al. 20/0), the geohazards monitoring and early
warning work is undoubtedly important.

Cui P et al. (Cui et al. 2009) indicated that after the Wenchuan earthquake,
Landslides and rock avalanches will continue for the next 5 or 10 years in the affected areas
and debris flow activity for 10 or 20 years. As China has more than 20 earthquake zones in
the mountainous area, it is very urgent to carry out geological hazards monitoring work.

As all we know, Geohazards risk reduction is a pressing societal need in
mountainous countries and along many coasts, lakes and rivers in other areas.
Engineering measures to stabilize dangerous slopes can be costly or impractical in
many cases. Monitoring and Warning are the most economical risk-reduction measures
for rapid-onset geohazards, and development of early warning systems for mitigating
natural risks is a topic of much research around the world (Sassa et al. 2010). We
should take effective monitoring and warning measures to reduce the disaster losses.

1.3 Status of the Pre-geohazards Information Acquisition

According to geohazards characteristics, they can be monitored by catching the pre-
hazards information before the disasters. The pre-hazards information can be divided
into two parts and one is generated by the geologic bodies such as the earth fissures,
rock cracks and tilts, and sonic waves. Another is the external factors which may
trigger the geohazards such as rainfalls, typhoons and earthquakes. All the pre-
hazards information is the foundation of the geohazards monitoring and early
warning. It is very important for geohazard monitoring that how can we obtain these
information efficiently.

Yin YP et al. (Yin et al. 20/0) have developed related works, he and his colleagues
have established one geohazards monitoring and warning demonstrate station in the
Three Gorges Reservoirs area since 1999. The monitoring system mainly acquires the
GPS, BOTDR and deep displacement data, and adopts GPRS to transfer data within
hours, minutes, or even shorter. Uchimura et al. (Uchimura et al. 20/0) present a low-
cost and simple monitoring method for early warning of landslides by employing
MEMS tilt sensors in place of extensometers on the slope surface and volumetric
water content sensors, and the data are transferred through a wireless network with
the cycle of 10 minutes. Sassa et al. (Sassa et al. 20/0) present a study aimed at
developing a new computer simulation code integrating the initiation and motion of
rapid landslides triggered by earthquake, rain, or their combined effects.

After summarizing the predecessors’ research achievements, we can obtain the
following primary conclusions about the current situations of the pre-hazards
information acquisition: Generally speaking, there are mainly two methods for the
pre-hazards information acquisition currently, one is the artificial field acquisition and
another is automatic acquisition. The first method needs our technical persons
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acquiring the concern data by professional equipments at the monitoring sites and the
acquisition cycle is fixed according to the degree of the disaster. At the same time,
the automatic approach uses the wireless communication platforms to collect the
motoring information. Specifically, first we install the acquiring equipments at the
disaster site, and then under the controlling of the MCU (Micro-Control-Unit)
embedded in the acquiring equipments, the data will be uploaded to the remote
controlling center or saved locally on the basis of the acquisition cycle set by the
MCU instruction. The GSM/GPRS/CDMA technologies are always adopted to
establish the wireless communication platform. Furthermore, both methods have a
common feature that the acquisition cycle is fixed (Also known as fixed-period
sampling) and always can’t be modified.

2 Model Buildings

2.1 Development Characteristics of Geohazards

On basis of the geohazards characteristics, the developmental process can be divided
into two periods: developmental period and disaster-coming period. During the
developmental period, the variation of pre-geohazard is too small and the geohazard
parameters changing cycle is about several days or even several ten days. On the
contrary, the variation is large and the geohazard parameters changing cycle is about
several hours or even several minutes.

In this case, if we use the fixed-period sampling method, it will undoubtedly give
rise to the data redundancy during the developmental period and data missing during
the disaster-coming period. Specifically, a smaller sampling interval will ensure the
integrity of data during the disaster-coming period but lead to the data redundancy
during the developmental period, and furthermore, the effectiveness of the monitoring
system will be greatly reduced because of the promotion of the communication costs
and the system power consumptions during the developmental period.

On the other hand, a larger sampling interval will reduce the degree of the data
redundancy, the communication costs and the system power consumptions during the
developmental period, but lead to the data missing during the disaster-coming period
and that is not conducive to disaster early warning and forecast.

Thus, one more effective, dynamic hierarchical data acquisition (DHDA, dynamic
hierarchical data acquisition) approach according to the geohazards characteristics is
proposed in this paper and the corresponding model and implementation technology
are described too.

2.2 Model Present

On basis of the discussion about the geohazards development characteristics, we have
merged the dynamic and hierarchical data acquisition thought. The basis thought of
the DHDA model is that: on basis of the geohazard risk hierarchical table, we
dynamically regulate the current sampling interval according to the pre-geohazard
information we have previously acquired. The DHDA model consists of 6 steps as
follows:
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Step I: Determining the category of the pre-geohazard information concerned.
According to the monitoring object’s condition, there are mainly - several ten
categories we can choose such as displacement, pressure, rainfall, tilt angle, and
volumetric water content and so on. We mark the concern category as PGIC-a for
example.

Step II: Classing the geohazards based on the risk reflected by the pre-geohazard
information we concerned such as PGIC-a. In other words, here we class the
geohazards in view of the level of the PGIC-a, not of the risk of the geohazards itself.
According to the PGIC-a, the geohazards are classed into 1,2, 3 ... N-1, N in total of
n grades, and then we set the sampling interval as t;, t, t3... ty.;, ty corresponding to
the risk grade (t;>t)>t3>... >ty 1>ty).

Step III: Acquiring the initial value of the PGIC-a. With the motoring equipment
set in situ, the MCU embedded in the motoring equipment obtains the initial value as
VO and stores the VO into the information-comparison memory. The initial sampling
interval is determined by experiences and we mark it as t,, (1<m<N). Especially, here
we used a timer integrated in the MCU controlling the data sampling.

Step IV: Acquiring the current value of the PGIC-a. When the sampling interval
time is coming, the motoring equipment will acquire the current PGIC-a as V..

Step V: Determining the current risk grade of the geohazard. We mark the previous
sampling as Vi, and then we calculate the difference between V. and V. ; by formula
(Equation 1):

A =1Ve- Vel ey

According to the A value above, we can determine the current risk grade on basis of
the geohazard risk hierarchical table.

Step VI: Modifying the current sampling interval. Using the current risk grade
determined in the step V, we can modify the sampling interval by using the MCU
embedded in the motoring equipment.

In order to facilitate interpretation, finally, one case study about the model
application is developed in the Panzhihua Airport Landslide, China.

3 Case Study: The Panzhihua Airport Landslide Displacement
Information Acquisition

3.1 Basic Characteristics of the Panzhihua Airport Landslide

Panzhihua City is located in Panzhihua-Xichang Rift Valley, where the topography
and geological conditions are quite complex and the Panzhihua Airport is in this
belt.(Qin. 2008). Since September 2009, the NO.12 landslide located in the east of
Panzhihua Airport filling body part P140-160 has been developed. The back edge of
the landslide appears obvious traction cracks and the cracks begin to widen coupled
with slippage. The front retaining walls have been pushed and begin to appear
deformation cracks. October 3, the landslide severely slides and is being an unstable
state. The landslide is a typical tongue shape, with length of 450m, width of 400m,
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thickness of 40m, the volume of about 5 million m’ and the sliding distance of about
400~450m. By the preliminary estimate, the landslide is a very large one produced in
the airport high-fill body.

3.2 Displacement Monitoring

According to site survey situation, we have developed the displacement monitoring
programs along the surface fissure groove and Fig. 1 shows the schematic and the
field photo of the monitoring approach in situ.

[11seneor [5] Claypan
(21 Foswed pte [ G ] Ber
[3 ] Fissure

[ ] emundiovl 4

//z/

Fig. 1. Schematic and field photo of the monitoring approach in situ
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In this case, the system used the resistance-type rod-type displacement sensor and
the sensor was set above the fissure. When the fissure enlarges, the pull rod of the
sensor will move along the drawing direction. Through the lead wire, the sensor is
connected with the data acquisition equipment.

According to the status of the fissure development, we determined 4 grades: 1-
grade, 2-grade, 3-grade and 4-grade. At the same time, 4 sampling interval one-to-one
corresponding to the 4 risk grades are determined. The t, is 3 hours, t, is 2 hours, t; is
1 hours and the t, is 0.5 hours. Furthermore, Table 1 shows the fissure displacement
risk grades.

Table 1. Fissure displacement risk hierarchical table

The variation of The variation of The variation of The variation of
Sampling displacement displacement displacement displacement
: Grade 2 . . . 2 . . .
interval during t-sampling during t-sampling during t-sampling during t,-sampling
interval interval interval interval
t,=3 hours 1-grade 0~5 mm 0~3 mm 0~2 mm 0~1 mm
t,=2 hours 2-grade 6~10 mm 4~7 mm 3~4 mm 2~3 mm
t,=1 hours 3-grade 11~15 mm 8~10 mm 5~6 mm 4~5 mm
t,=0.5 hours  4-grade *16 mm =11 mm =7 mm >6 mm
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For example, if the A value during the t, sampling interval is 13 mm, then the
current risk grade should be 3-grade according the Table 1. And thus, we should
regulate the current sampling interval into t; mean to 1 hours sampling interval.
Furthermore, if the A value during the t, sampling interval is 8 mm, then the current
risk grade should be 2-grade. And thus, we should regulate the current sampling
interval into t, mean to 2 hours sampling interval.

3.3 Monitoring Results and Performance Analysis

Table 2 and Table 3 show that the displacement information acquired by using the
DHDA model.

Table 2. Displacement value from 00:41:43 to 21:39:19 on Feb 28, 2010

. S Displacement Sampling
Day time Sampling time value/mm A/mm interval/hours
2010/02/28 00:41:43 85 -—- 3
2010/02/28 03:41:10 85 0 3
2010/02/28 06:40:38 85 0 3
2010/02/28 09:40:06 85 0 3
2010/02/28 12:40:01 85 0 3
2010/02/28 15:39:28 85 0 3
2010/02/28 18:39:24 85 0 3
2010/02/28 21:39:19 85 0 3

Table 3. Displacement value from Dec 4 to Dec 5, 2009

. Displace- Samplin, . Displace- Samplin,

Day Samplmg ent r\)/a]ue A/mm inter?/a] ¢ Day Sfamplmg melft value  A/mm inter?/al ¢
time time
/mm /hours /mm /hours

12/04 11:09:06 119 -—- 3 12/05  05:41:19 214 9 0.5
12/04  14:09:10 125 6 2 12/05  06:11:50 223 8 0.5
12/04  16:09:38 130 5 2 12/05  06:41:35 231 10 0.5
12/04 18:10:06 132 2 2 12/05  07:11:28 241 6 0.5
12/04  20:10:15 136 4 2 12/05  07:41:56 247 7 0.5
12/05 00:10:28 144 8 2 12/05  08:12:25 254 6 0.5
12/05 01:10:56 151 7 1 12/05  08:42:52 260 6 0.5
12/05  01:40:19 157 6 0.5 12/05  09:12:19 266 7 0.5
12/05 02:11:29 165 8 0.5 12/05  09:42:35 273 7 0.5
12/05  02:41:38 172 7 0.5 12/05  10:12:58 280 7 0.5
12/05 03:11:06 180 8 0.5 12/05  10:42:27 287 9 0.5
12/05 03:41:15 186 6 0.5 12/05  11:12:09 296 10 0.5
12/05 04:10:28 193 7 0.5 12/05  11:42:02 306 12 0.5
12/05 04:40:56 200 6 0.5 12/05  12:41:33 318 20 0.5
12/05 05:10:34 206 8 0.5 12/05  13:11:50 338 24 0.5

From Table 2, if the risk grade is low such as 1-grade, this DHDA model can only
acquire 8 data per day and the communication cost is about 0.8 Yuan if the
communication service provider is Chinese companies. On the contrary, take 2 hours
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sampling interval for example, the traditional approaches which use the fixed-interval
sampling technology can acquire 12 data per day and the cost is about 1.2 Yuan.
Thus, on the condition of the low risk grade, the DHDA model can save about 1/3
costs per day and the data redundancy is only 2/3 of the traditional method.
Furthermore, the larger sampling interval needs the little boot time and so the system
power consumption could be reduced considerably.

From Table 3, if the risk grade is high such as 3-grade, the traditional approach can
only acquire 13 data on the condition of 2 hours fixed sampling. But the DHDA
approach can acquire about 30 data because of the dynamic hierarchical mechanism.
So it assures the integrity of the pre-geohazard information during the disaster-coming
period although the communication costs and the system power consumption can be
slightly increased.

4 Conclusions

Aiming at the traditional geohazards information acquisition conflicts among the data
redundancy, data integrity, communication costs and the system power consumptions,
one dynamic hierarchical data acquisition model is proposed.Several cognitions are
formed from the research as follows:

I: The DHDA model and the corresponding technology enable our monitoring
work finding one equilibrium point among the data redundancy, data integrity,
communication costs and the system power consumption. Specifically, it can
effectively induce the data redundancy during the developmental period and assure
the integrity of the information during the disaster-coming period. At the same time, it
can also visibility reduce the communication costs and the system power consumption
so as to promote the practical applicability and long-lasting of the geohazards
monitoring instruments.

II: The DHDA model proposed can also been put into other measuring areas such
as environmental monitoring, health monitoring of the buildings and bridges.

IIT: The risk grade hierarchical table was designed depending on the researchers’
experiences and thus there were some errors because of uncertainty. But with the
progress of the geohazards monitoring and early warning, the errors will be less and
less and the monitoring effect will be better and better.

IV: Because different geohazards have different development characteristics, it
needs us designing different risk grade hierarchical tables according to the special
sites, and that is the shortcoming of the model.

V: There are still spaces for the implementation algorithm of the model such as
two-dimensional fuzzy control and nonlinear algorithm so as to improve the
performances.

In all, the application results have evinced that the DHDA model is effective
although there are several points need to be studied further.
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Abstract. The network content security system of Internet information requires
a controlling force over information flows which allows the access to some
information and prohibits some other information. The complexity of Internet
information flows makes it difficult to control precisely over the Internet.
Consequently, corresponding evaluation shall be conducted over all kinds of
controlling methods. In the paper, precision rate and error rate metrics are
proposed to evaluate the network content security system. Consequently we use
the evaluation methods in intrusion detection and information retrieval for
reference to evaluate the network content security system. We take a deep
analysis for the evaluation methods from two aspects which are “monotony” of
evaluation methods and the sensibility of evaluation methods and point out
which of these methods are applicable to network content security controlling
system. At last, we state briefly the application range of CID, ECC, NAMI and
other metrics.

Keywords: content security; access control; evaluation method; metric.

1 Introduction

The fast development of the Internet has enabled people to acquire information in a
more convenient way. Currently, the Internet has replaced newspapers, TV and other
traditional media as the main information source for people, especially for the youth.
However, there are also large amount of pornographic, violent and terrorism
information that spread on the Internet [1][2], which endangers the physical and
psychological health of youngsters. In order to control the illegal flow of the

Q. Zhou (Ed.): ICTMF 2011, CCIS 164, pp. 23-32,2011.
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information, we shall classify and filter all the information during the transmission
process, as well as at the target end. As for this, network content security was
considered to prevent the harmful information transmission. But how to evaluate the
efficiency of the network content security system is very important. Therefore,
evaluation of the controlling capability of content security system on the Internet is in
fact a research concentration [3].

At present, research on information content security of network still remain at the
preliminary stage and they paid more attention to network security evaluation. [4]
provides several effective and efficient methods for modeling and analysis of network
security, and also analyze network survivability. [5] proposes a model for Information
Security Management, called an Information Security Management Model (ISM2)
which introduces the idea of international security criteria or international security
standards. [6] presents a Colored Petri Net based tool which allows to describe
graphically a given network topology, the network security mechanisms and the
security goals required. Few researches are conducted on the evaluation methods of
network content security. In this paper, we paid more attention to evaluate the content
security of the Internet.

However, there are some similarities between the objective of network content
security and the objective of intrusion detection and information retrieval. At the same
time, there are also obvious differences between content security and intrusion
detection, as well as information retrieval. For this reason, we will have to make
corresponding research on related evaluation methods over them and make sure which
of these methods are applicable to the evaluation of network content security.

The paper mainly discusses evaluation methods that related with precision rate and
error rate, so as to analyze which of these methods are applicable to network content
security systems evaluation. As for this, we would mainly proceed from three aspects:
(1) Equivalency of evaluation methods; (2) “Monotony” of evaluation methods; (3)
Sensibility of evaluation methods. Here, sensibility refers to the situation that: if a
slight value change of a certain evaluation method A would lead to a major value
change of another evaluation method B, we can say that B’s sensibility is higher than
that of A. Many systems have requirements in sensibility.

2  Overview of Performance Evaluation Methods

Because of the similarity among the network content security and intrusion detection
and information retrieval, we are able to use the evaluation methods in intrusion
detection and information retrieval for reference to evaluate the network content
security system. So we first analyze the evaluation methods in intrusion detection and
information retrieval.

The most commonly used evaluation methods [7-12] in information retrieval are:
Precision, Recall, Normalized Precision and Recall, ¢, F, Receiver Operating
Characteristic (ROC), Average Search Length (ASL), Expected Search Length (ESL),
response time, system stability and resource occupancy rate. Precision and Recall are
the basis of all other evaluation methods (except for ASL, ESL, response time, system
stability and resource occupancy rate).
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The most frequently used evaluation methods[13-16] in intrusion detection are:
True Position Rate (TPR), False Position Rate (FPR), Positive Predictive value
(PPV), Negative Predictive value (NPV), CID(Intrusion Detection Capability), ROC,
Cost-based Analysis, response time, system stability and resource occupancy rate.
True Position Rate and False Position Rate are the basis of all other evaluation
methods (except for ASL, ESL, response time, and system stability and resource
occupancy rate) for intrusion detection.

2.1 Intrusion Detection Evaluation Metrics

Basic Methods for Intrusion Detection Evaluation:

a4 FPR=—S
a+b c+d

TPR =

ey

For intrusion detection, ‘a’ stands for the volume of intrusion events that have been
detected. ‘b’ stands for the volume of intrusion events that have not been detected. ‘c’
stands for the volume of normal events that have been mistaken as intrusion events.
‘d’ stands for the volume of normal events. When using in information retrieval and
content security, the meaning of ‘a’, ‘b’, ‘c’ and ‘d’ remains the same and we will not
be explained any more.

We can see that TPR is the probability that intrusion events are successfully
detected, while FPR is the probability that normal events are mistaken as intrusion
events. The evaluation on TPR and FPR is double-metric evaluation. In most
occasions, what we need is synthetically evaluation metric. For this reason, we have
to integrate these metrics. In the following, we are going to discuss integration
methods applied in intrusion detection.

Set X as the input variable of the Intrusion detector, in which, X=1 stands for that
the specified event is intrusion event, while X=0 stands for that the event is normal
event. Set Y as the output variable of the intrusion detector, in which, Y=1 stands for
warning, while Y=0 stands for non-warning. Consequently the CID method shall be:

_I(xyY)

TTHX) 2

ID

In the method, H(X) is the information entropy of the variable X. It represents the
uncertainty of the variable X. I(X;Y) stands for the mutual information of X and Y. It
represents the decrement of the uncertainty of X under the situation that the variable
Y is given.

In information theory, 0<I(X;Y)<H(X), therefore, 0<CID<I.

When TPR=1 and FPR=0, I(X;Y)=H(X) and CID =1. That is the method of CID
can obtain a maximum value when the detection rate is 1 and the false detection rate
is 0. It complies with practical meaning.

Normalized Mutual Information (NMI):

CH(X)+H(Y)
 H(X,Y)

NMI 3)
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Entropy Correlation Coefficient (ECC):

ECC=2-2HXD) @)
H(X)+H(Y)

Normalized Asymmetric Mutual Information (NAMI):

1(X:Y)
H(Y)

NAMI = (5)

The above listed all evaluation methods. The methods were conducted by setting
TPR and FPR as the basic evaluation methods without giving consideration to the
consequences of false detection and miss detection.

2.2 Specifications Information Retrieval Evaluation Metrics

In the following, we will discuss basic evaluation metrics in information retrieval. In
information retrieval, Precision and Recall are separately defined as:

a Recall = a

a+c a+

Precision =

(6)

Precision stands for the ratio of related documents among all the retrieved
documents. Recall stands for the ratio of related documents among all the documents.
In order to unify Precision and Recall, researchers have put forward the following
evaluation method:

2

- P -1
Precision™ + recall

F=1-¢e= 21 .
Precision™ +recall”

e=1

(7

)

Apparently, € and F contradict with each other. When ¢ increases, F will decrease.

3 Research on Network Content Security System Evaluation
Metric

In content security control, we focus on the detection rate (precision rate) of illegal
information flows, as well as the probability that legal information flows are mistaken
as illegal information flows (error rate). However, if we merely evaluate the network
content security controlling system with precision rate and error rate, we would
sometimes feel it difficult to evaluate whether the content security controlling system
is good or bad. For example, if the precision rate of A is 0.90, the error rate of A is
0.05, the precision rate of B is 0.85 and error rate of B is 0.02, it would be difficult for
us to tell which one is better. Due to the similarity between the content security
controlling system and intrusion detection, as well as information retrieval, we can
draw lessons from them. We don’t make discussions on response time, system
stability and resource occupancy rate in intrusion detection and information retrieval.
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Different evaluation methods can reflect the different characteristics of the system
that we are studying of. In most occasions, these evaluations are incompatible and
some of them even conflict with each other. Thus, we should take a deep analysis to
observe the methods which are applicable to the network content security.

3.1 Evaluation Metric Analysis

In order to unify the description, we have established four parameters: o, 3§, y and 6.

d ﬂ: a 5= c a+b

ctd a1 ST are T drbtord

o= ©)

3.2 Basic Definition

Definition 1 (Basic Input Set, Metrics Set, and Measurement): A tetrad set as the
basic input set, A={(a, B, v, d) | 0<a, B, v, 8<1}. The meanings of a, B, y,  are
shown as above. Assume R as the real number set, and R, as the finite set. The
elements in R, are elements in the chain, then:

Quantitative Measurement: M;: A — R, i.e. The Quantitative Measurement is a
mapping fromAtoR y;

Qualitative Measurement: M,: A — R,, i.e. The Qualitative Measurement is a
mapping from A toR;

From now on, quantitative measurement and qualitative measurement are called
measurement for generalization.

In the definition, every element in R, shall be combined as the elements in the
same chain, i.e. every two random elements shall be comparable. It is necessity for
qualitative evaluation.

Definition 2 (Equivalent Measurement): Assume that M; and M; are measurements
in A. For each x €A, we can say that M; and M; are equivalent if M;(x)=M;(x). We
describe it as M;=M,;. If there is a x €A which leads to the result that M;(x)7M;(x),
we can say that M; and M; are non-equivalent, described as M, =M ;.

If we want to achieve a same evaluation result with different evaluation methods,
especially for qualitative measurement, definition 1 is suitable. In quantitative
measurement, it is not necessary to always follow such strict equivalent measurement.
Instead, we just need to keep certain monotony. As for this, the following definition is
then given:

Definition 3 (Mono-equivalent Measurement): Assuming that Mi and Mj are
measurements inA. For any x, y €A, Mi(x)<M;(y) if and only if M;(x)<<M;(y). For
any x, y €A, Mi(x)>M;j(y) if and only if M;(x)>M;j(y). We can say that Mi and Mj
are mono-equivalent measurements which is described as a7, 2 M,.
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Obviously, € and F are not mono-equivalent measurements. For any X, y €A, &(x)
<¢g(y), if and only if F(x)=F(y). Defining that M;=a/(a+p), M,=20/(a+p), then M,
and M, are non-equivalent measurements. However, they are mono-equivalent
measurements.

Definition 4 (Interval Mono-equivalent Measurement): Assuming that Mi and Mj
are measurements in A. We set A' C A, For any x, yeA' , M(x)<Mj(y) if and only
if Mj(x)<M;(y). We can say that Mi and Mj are mono-equivalent measurements in
the interval A', described as M, e M,.

Mono-equivalent measurement reflects whether different measurement methods lead
to the same evaluation result over the same system. However we shall not only give
consideration to mono-equivalence, but also take into account the sensibility of
different measurement methods in many quantitative measurements. The sensibility
of evaluation metric refers to the sensibility of evaluation metric variables.

4 Analysis of Evaluation Metric

Error rate ‘1-o” and precision rate ‘B’ are basic evaluation metrics in network content
security system evaluation. When we analyze other evaluation methods, we shall take
into consideration the relationship between these methods and ‘o’, ‘B’ in order to
analyze the effective evaluation methods of network content security system. We will
discuss separately in the following part.

4.1 C]D Method

CID method is based on information theory and its algorithm is shown in the
following:

_I(XY) Pr(x,y)
~THon ~ & Prenlee T

(10)

ID

Firstly, we’ll talk about the relationship between CID and error rate.

Fig. 1. Comparison between CID and error rate 1-a, y =0.01

In Figure 1, curved surface can show the variation trend of CID along with the
variation of a and B, in which, y=0.01. The surface closing to a straight line represents
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the variation trend of the error ratel —a along with the variation of a and B (actually,
the value of 1 —a has nothing to do with B). The azimuth angle of Figure 2 is -37.5°,
and elevation angle is 30°. (The azimuth angle in all figures in the paper is -37.5° and
the elevation angle is 30°. We will not explain any more.) From Fig. 2, we can find
that the surface of 1 —a crosses the curved surface of CID. Therefore, CID and the
error rate are neither equivalent measurements, nor mono-equivalent measurements. It
means that “qualitative” differences may be caused if adopting CID and error rate to
evaluate the same system.

Then we analyze the sensibility of CID to o and B. From Fig. 1, we find that the
sensibility of CID to a and B would be very strong when the error rate and miss rate
are quite large or quite small. The sensibility of CID to a and B would be weaker
when o and § approach to 0.5. When a and 3 approach to 0, the sensibility of CID to a
is strong than its sensibility to B. Similarly, the sensibility of CID to o is strong than
its sensibility to B when o and 3 approach to 1.

The curved surface in Fig. 2 shows the variation trend of CID along with a and B,
in which y=0.01. The flat surface in Fig. 3 complies with the B as the measurement.
From Fig. 2, we also find the curved surface of CID crosses the flat surface with f3. It
indicates that CID and error rate are neither equivalent nor mono-equivalent.

Fig. 3 shows the comparison between CID and P in the interval of [0.5, 1], in
which y=0.01. In the figure, we can find that the method CID is always located below
the interval of [0.5, 1]. It indicates that CID and j are mono-equivalent in the interval
of [0.5, 1].In network content security system, o and B may be larger than 0.50

Fig. 2. Comparison between CID and the precision f, y =0.01

Fig. 3. Comparison between CID and f in the Interval of [0.5, 1]
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because information channels are difficult to be captured and contents are not easy to
be identified. In Fig. 3 also shows that the controlling effect is under a poor situation
and CID still approaches to it maximum value 1 when a and [ approaches to 0. It
contradicts with practical significance. The fact can prove that CID would not be
suitable for evaluation method for content security system when error rate and miss
rate are very large.

4.2 Methods of ECC and NAMI

Fig. 4 and Fig. 5 are separately comparison between ECC and 1—a, as well as NAMI

and 1 —a, in which y=0.01. We find that 1 —a has divided NMI into two parts. Thus,
ECC, NAMI and error rate are not mono-equivalent. When miss rate and error rate
approaches to 0 or 1, the value of both ECC and NAMI would approach to 1. It means
that ECC and NAMI are not suitable to the valuation of network content security
system with larger miss rate and error rate. It also shows that ECC and NAMI would
be suitable only if there are strict controlling requirements over the miss rate and error
rate of the network content security system. Besides, Fig. 4 and Fig. 5 also show that
ECC and NAMI are quite sensitive to error rate and their sensibility to miss rate is
weak.

Fig. 4. Comparison of ECC and 1—a, y=0.01

Fig. 5. Comparison of NAMI and 1 —a, y=0.01

5 Conclusion

Network content security system is to control the illegal flow of the information and
prevent the harmful information transmitting in the Internet. In the paper, metrics of
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precision rate and error rate are proposed to evaluate the network content security
system. Because of similarity with the intrusion detection and information retrieval,
we analyze the evaluation methods using in intrusion detection and information
retrieval from two aspects which are “monotony” of evaluation methods and the
sensibility of evaluation methods. We also find evaluation methods which are suitable
to network content security controlling system. From experiments, the results show
that the sensibility of CID, ECC and NAMI to error rate is higher than their sensibility
to miss rate if the rate of illegal information flow is less than 0.5. It is suitable for
using CID evaluation method when miss rate and error rate are less than 0.5. ECC and
NAMI are applicable to the environment with higher requirements on miss rate and
error rate. All these measures have provided theoretical references for selecting
different evaluation metrics according different applications.
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Abstract. A variety of methods have been introduced to remove noise from
digital images. However, many algorithms remove the fine details and structure
of the image in addition to the noise because of assumptions made about the
frequency content of the image. The non-local means algorithm does not make
these assumptions, but instead assumes that the image contains an extensive
amount of redundancy. This work will implement the non-local means algorithm
and compare it to other denoising methods in experimental results. The main
focus of this paper is to propose an improved non-local means algorithm
addressing the preservation of structure in a digital image. The NL-means
algorithm is proven to be asymptotically optimal under a generic statistical image
model. The powerful evaluation method to be the visualization of the method
noise on natural images.

Keywords: Image denoising; Non-Local means; Local Smoothing Filter.

1 Introduction

Image denoising is a classical problem in image processing [1]. The goal is to estimate
the original image f of a given observed image | using some regularization. Many

algorithms have been proposed to solve this problem. Basic approaches for denoising,
such as Gaussian and median filtering, have a tendency to over-smooth edges and
remove image detail. More sophisticated approaches use the properties of natural
image statistics to enhance large intensity edges and suppress lower intensity edges.
This property has been used by wavelet methods [2], anisotropic diffusion [3], bilateral
filtering [4], and Field of Experts models [5]. The non-local means (NL-means) image
denoising algorithm [6] is introduced based on weighted averaging and similarity of
patches. In addition to standard, direct comparison, reduction of computational cost
using principal component analysis (PCA) has been employed with promising results
[7]. The NL-means method allows a large number of pixels of the search window
participate in denoising. Although this means participation of many relevant pixels, at
the same time a large number of irrelevant pixels will be considered in the averaging.
Removing irrelevant candidate pixels based on the set of low dimensional features

Q. Zhou (Ed.): ICTMF 2011, CCIS 164, pp. 33[39]2011.
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(obtained in PCA method) has also been used successfully [8]. An alternative strategy
based on the singular value decomposition to eliminate non-similar pairs has been used
[9]. In this work, a robust selection of the relevant pixels method is proposed which is
completely automatic.

2 Non-Local Means Denoising

The NL-means denoising algorithm replaces the noisy gray-values [ (i )Of each pixel

i with a weighted average of the gray-values of all pixels on the image I . We denote
by i the pixel to be denoised (or target pixel) and by ; the candidate pixel used to

denoise. The estimate value f(i) for a pixel [ is computed based on the weighted

average of all the pixels j on the image:

I(i): zwlyl(j)' (1)
JeN;?
where the family of weights w;; depends on the similarity between the pixels [ and
j» and satisfy the usual conditions (< w; <1 and z wy=1- W, computed
Jl !

depending on the similarity of their patches and is defined as

1 e Ok ()
w. = ?exp . )

where 7 isthe normalizing term, 7 = Z W, .G, is a Gaussian spatial kernel, * is the
1 ] 1,

convolution operator and £ acts as a filtering parameter. It controls the decay of the
exponential function and therefore the decay of the weights as a function of the
Euclidean distances. This parameter is typically adjusted manually in the algorithm.

There are many dissimilar pixels in the search window. These pixels must be
excluded from the weighting (1). In [10], a variational method has been proposed. In
this work, an automatic method has been devised to select the most relevant pixels
tfrom the candidate pixels.

3 The Improved NL-Means Method

To deal with computational burden, our main idea is to select only the pixels Xx ; in P,
that will have the highest weights w(xi,x j) without having to compute all the
Euclidean distances between [ (N d (z)) and [ (N d ( J)) and on the similarity of the
average over the neighbourhoods N d(i) and N¢ ( j ) of the gradient orientation at

pixel X; and X, . Intuitively, similar neighbourhoods have the same mean and the
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same gradient orientation. But the computation of the gradient orientation is sensitive
to noise. For this reason, the preselection of pixels is based on the mean and the

variance of [ (N a4 (z)) and [ (N d ( j )) which allows to decrease the computational
burden. Let us estimate the original value at a pixel i, u(i ), as the mean of the noisy
grey levels v( j) for je J cI.One expects averaged pixels to have a non noisy grey
level value, u( J ), similar to 4(;) in order to reduce the noise and restore the original
value. Assuming this fact,

()= = v()) = =3 @)+ n(i)-u(i)) - 3)

|J jelJ |J jelJ

Because the average of noise values tends to zero.

If the averaged pixels have a non noisy grey level value close to u(i ), as expected,
then the variance of the average should be close to ¢ . If it is a posterior observed that
this variance is much larger than . This fact can hardly be caused by the noise only.
This means that Non-Local is averaging pixels whose original grey level values were
very different in the original. At those pixels, a more conservative estimate is required,
and therefore the estimated value should be averaged with the noisy one.

The smoothing parameter /& depends on the standard deviation of the noise C,

and typically a good for 2D images is /& =110 . Equation 2 shows that / also needs
to take into account [/ (N d (i )), if we want a filter independent of of the neighbourhood

A

size. Let X and Y be two real random variables. Then, the linear estimate Y ,
A o1 2 2
Y:argmym?"X—Y”z+Z:||Y—EY||2 . 4)
Repeating this procedure we arrive to the recursive algorithm

Y, - EI?““)H2 . (5)

2

A

y® = arg myméuX —Y(k_')Hz +Zr:

In our case, y —y 4+ N where p is independent of y , with zero mean and

variance ¢”. This equation defines the aggregation in this algorithm.

This strategy can be applied to correct any local smoothing filter. The NL-means
algorithm converges to the conditional mean. The conditional variance van be also
computed by the NL-means, by taking ¢(x)=x? and then computing the variance as

EX* —(EX )2. In the case of images, this stationary condition amounts to say that as

the size of the image grows, we are able to find in the image many similar patches for
all the details of the image. This is a crucial point to understand the performance of the
NL-means algorithm.
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4 Experimental Results

The NL-means algorithm chooses for each pixel a different average configuration
adapted to the image. The most favorable case for the NL-means is the periodic case. In
this situation, for every pixel i of the image one can find a large set of samples with a
very similar configuration, leading to a noise reduction and a preservation of the
original image, see Figure.1 for an example.

Fig. 1. NL-means denoising experiment with a nearly periodic image. Left: Noisy image with
standard deviation 30. Right: NL-means restored image.

o U, SNR= 17,9356

Fig. 2. NL-means denoising experiment with a Brodatz texture image. Left: Noisy image with
standard deviation 20. Right: NL-means restored image.

Fig. 3. NL-means denoising experiment with a natural image. Left: Noisy image with standard
diviation 20. Right: Restored image.
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Another case which is ideally suitable for the application of the NL-means algorithm
is the textural case. Texture images have a large redundancy. In Figure.2 one can see an
example with a Brodatz texture.

The NL-means is not only able to restore periodic or texture images. Natural images
also have enough redundancy to be restored by NL-means. The same algorithm applies
to the restoration of color images and films, see Figure 4.

Fig. 4. NL-means denoising experiment with a color image. Left: Noisy image with standard
deviation 15 in every color component. Right: Restored image.

Fig. 5. Optimal correction experience. Left: Noisy image. Middle: NL-means solution. Right:
NL-means corrected solution. The average with the noisy image makes the solution to be
noisier, but details and fine structure are better preserved.

4.1 Visual Quality Comparison

The visual quality of the restored image is an important criterion to judge the
performance of a denoising algorithm. Let us present some experiences on a set of
standard natural images. The objective is to compare the visual quality of the restored
images, the non presence of artifacts and the correct reconstruction of edges, texture
and fine structure. Figure 6 present this experiences comparing the visual quality of
previous methods.

Figure 6 illustrates the fact that a non local algorithm is needed for the correct
reconstruction of periodic images. Local smoothing filters and local frequency filters
are not able to reconstruct the wall pattern. Only the NL-means algorithm and the
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global Fourier Wiener filter reconstruct the original texture. The Fourier Wiener filter is
based on a global Fourier transform which is able to capture the periodic structure of
the image in a few coefficients. Now, in practice, this is an ideal filter because the
Fourier Transform of the original image is used.

Fig. 6. Denoising experience on a periodic image. From left to right and from top to bottom:
noisy image (standard deviation 35), Gauss filtering, Total variation, Wiener filter (ideal filter),
DCT empirical Wiener filtering, NL-means algorithm.

5 Conclusion

After the analysis of the test results the non-local means
algorithm proved to be a better algorithm for image denosing,
than its predecessors. The non-local means method performed exceptionally
well. As expected, the non-local means did a better job of preserving edges than the
other methods. It performed best on periodic textures like the stripped pants from the
Barb test case. In all test cases for the non-local means method, the method noise
contained little structure from the image. The non-local means algorithm accomplished
its goals of removing noise and preserving detail. So the NL-means method is a
highly successful way of approaching image denoising.
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Abstract. A controllable quantum sequential multi-signature scheme is
proposed, in order to realize digital signature validly and reliably in multi-user
quantum environment. The signature of cryptograph and users validation are
achieved by using the property of quantum entanglement swapping in Bell states;
The choice of target users and the transmission of signature-information between
users are implemented by controllable quantum teleportation; The quantum key
and one-time pad ensures the safety of our scheme. The verification for each
terminal and the center is required in our scheme, so it can position where the
error happens accurately, is with strong practicability.

Keywords: Quantum signature, Controllable, Sequential, Entanglement swapping.

Digital signature scheme has been wildly researched and applied in information security
field because of those features, such as reliable distinguishment, unforgement,
non-repudiation. However, the safety of digital signature scheme, which belongs to the
classic cryptography, is still based on calculation ablility. But the emergence of quantum
computers and related algorithms, directly make classical digital signature schemes lose
efficacy. Because of the unconditional security of quantum effects, quantum digital
signature scheme gradually become the research hotspot.

In 2001, Gottesman and Chuang first proposed a quantum signature scheme based
on quantum one-way function[1]; in the same year, ZengGuiHua and etc put forward a
arbitration quantum signature scheme based on trusted third party, by using GHZ 3
particle states[2]; by 2004,Lee and etc brought forward a arbitration quantum signature
scheme with message recovery[3]; Lu and etc proposed two quantum signature
scheme[4, 5], one is arbitration quantum message signature scheme based on GHZ
states, another is quantum digital signature scheme based on quantum one-way
function. By 2006, WanglJian and etc proposed a quantum signature scheme using
quantum key distribution and one-time pad[6], avoid using quantum entanglement
states; And WenXiaoJun proposed two non-arbitration information signature schemes
using the characters of EPR entanglement Particles and quantum teleportation, solving
the problems which Previous scheme depend on the arbitration[7, 8]. In 2008,
YangYuGuang and etc put forward quantum threshold group signature scheme and
Proxy signature scheme, namely t users in n users can generate or verify a group
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signature[9, 10]. In 2010, ChenYongZhi, put forward a proxy signature scheme based
on controlled quantum teleportation [11].

Considering the Actual situation in instructions issue and message transmission, this
paper aim at the frequently situation, which the message sender needs sequential
choose users to transfer and get the ciphertext, then verify users signature successively,
Propose a controllable quantum sequential multi-signature scheme.

1 Basic Principles

In this paper, the Entanglement Swapping in Bell states is used to achieve and verify
message signature. Entanglement swapping refers to the process that two independent
entangled pairs exchange their entangled photons in some ways and become to two new
entangled pairs.

For example, there are four entangled photons, photons 1* and 2* are in entangled

state ‘ l//_>12 , photons 3" and 4* are in entangled state ‘ o >34 . So, the four particles are

in the state‘ /4 >1234 :

_ 1
¥ ) =1v7) €107, =5 (00D, 1) 0)) &= <|0> 0L =I[vo a-n
If we measure particles 1” and 3" in Bell basis, it will result in corresponding spectral

decomposition and states collapse right now. The formula (1-1) now can be rewritten
with four Bell basis decomposition as:

Wew=309 0w LAWY LA,

The measurement will be collapsed into one of the four entangled states in

Py o

equiprobability. For example, if our measurement is ‘¢ > then the particles 2" and

4" must in bell state ‘l// >24

From the above, we can see that if we measure particles 1* and 3" in Bell basis, it will
certainly cause particles 1* and 3" be entangled, which are never in an entanglement
state before, and collapsed into the corresponding quantum states, similar to particles 2
and 4% The process we call it Entanglement Swapping.

The character of quantum entanglement swapping is very important in quantum
information technology field, It can be used in quantum digital signature, data
transmission and etc. The specific evolution rule can be found in references[8].

2 Controllable Quantum Sequential Multi-signature Scheme

The participants include the ciphertext sender and the last verifier Alice, all may
received messages users (Ui-++U,), all received message and sign their name users U;.
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Normally, Alice may only require some rather than all users to read the ciphertext
and sign. So, it's necessary for Alice to choose or approve users who have permissions
to know about the ciphertext, in advance. Here, only offer U;, U, and U; as chosen users
to expound our scheme.

According to implementation process, our scheme can be roughly divided into
preparation stage, signature stage and verification stage.

2.1 Preparation Stage

(1) Alice and each user(U;***U,) distribute quantum keys K;-K,, the method of
quantum key distribution could use protocol BB84,which is unconditional safe and
simple.

(2)Alice and each user(U;**-U,) rule segmenting the classic information every 2bit
as an unit, every unit corresponding to a Bell state, the corresponding relationship is as
follows:

00 —

¢*>’ 01—>\¢->’ 109\1//*)’ 1-|p) @1

(3) Each user U; generates two entangled pairs sequence Br; and Byy’, then send one
photon of each entanglement pair sequence to Alice, both of them keep those photons
properly, and used them as a bridge when Alice choose target user.

2.2 Signature Stage

(1) Alice encrypts plain text M,M={m(1),m(2),...,m(t) },with quantum key K;,then
send the ciphertext to the first user,U1, by classic channel.

(2) User U, decrypts the ciphertext and gets M, then updates the communication
key(K;) with Alice immediately. According to the rules, U; segments M every 2bit,
then generates corresponding Bell states. For example, M={010010}, U, will generate

Bell state sequence BM={ ‘¢7> , ¢+> , ‘l//+> } according to M.

(3) U, generates corresponding Bell states sequence according to previously K;, note
for Bg;={byi(1), bx(2),"**, b (t) }. For example, if K1=111000, the Bk, will be
=y )|y )-Jo" )

(4) U, begins entanglement swapping for those every 2qgbit 4 photons belonging to
Bm and Bk, and measures entanglement photons in Bell basis after swapping. One
group of the measurement result is recorded as by;(i); Another is by (i)’. In that way, U,
gets measurement sequence Bg; and Bg,’ after entanglement swapping.

(5) U, converts Bg,’ into classical bit sequences according to congruent relationship
of formula (2-1),notes for S;’, then uses updated quantum key to encrypt S;’,and send it
back to Alice; Alice obtains S;” and stores it for verifying user signature; Alice
simultaneously records all previous key information formed with Uy; U; use S;” as a
key encryption By, Bgjand Bg; sequence, so U; gets his signature sequence
Sui=Esi-{Bm,Bxi1,Bs1}.

(6) Alice selects next signature users in term of needs. For example, Alice select U, as
next signature user, Alice firstly entangle local stored photons of By, and Br,. By that
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way, Alice constructs entanglement pairs sequence between U; and U,.Then through
quantum teleportation, U1 can transmit signature information SU1 directly to U2.

(7) After U2 gets signature information SUI=ES1’{BM,BK1,BS1} from Ul, Alcie
uses K2 to encrypt S1°,and sends it to U2 by classic channel. Then, U2 know about the
information in SU1 by decrypting S;’. Referencing step (2-5), U, generates together
corresponding Bell states sequence from K, and Bg;, according to congruent
relationship of formula (2-1), and begins a new entanglement swapping, the results note
for Bg, and Bs,’. Here, U, obtain plain text M, and give his signature
Su2=Es» { Bm,Bk1,Bs1,Bk2,Bs2 }. Meanwhile, U, encrypts S,” and send it back to Alice.

(8) Similarly, Alice chooses last signature user U;. Alice firstly entangle local stored
photons of Bt,” and Br;, constructing entanglement pairs sequence between U, and U;.
Then through quantum teleportation, U, transmits signature information Sy, to U;. U;
using Ki decrypts ciphertext form Alice by classic channel and gets S,’. U; farther kown
about all information in Sy, including Bg,, then swapping entanglement with Bg, and
Bk, the result note for Bg; and Bg’. Thus, U; has his own signature Sy=
ESi’{BM,BKl’BSIsBKZ’BSb BKi) BSi}~

(9) U; converts Sy; and Bg;’ into classic bits and encrypts them by K;, then send it
back to Alice.

2.3  Verification Stage

This scheme requires all U; (i=2, **+, n) verifying signature of preceding user Uj.;; At
last, Alice will verify the validity of all signature user.

(1) U, verify signature of U,

Alice encrypts S;” using K, and sends it to U,, U, obtains information of
{Bm.Bk1,Bs;} in Sy; and Bg;” using S;’. U, should verify if Bell state of every photons
in Bg; and Bg;” march direct product evolution rules of By; and Bk, sequnence, namely
whether the following is accordant:

b ()Y®b, (i) > b, ()b, () (=121 2-2)

If the above is accordant, U, think the signature of U, for M is effective; Otherwise is
ineffective, U, refuses to continue to sign for plain text, and terminates the entire digital
signature process.

(2) U verify signature of U,

Similarly, U; obtains the information of {By;,K;,Bs;,K5,Bs,} by decrypting Sy, using
S,” from Alice. U; should verify if Bell state of every photons in Bs, and Bg,” march
direct product evolution rules of Bg; and Bk, sequnence, namely whether the following
is accordant:

b, ()®b,,(i) > b,()-b,0) (=121 2-3)

If the above is accordant, U; think the signature of U, for M is effective; Otherwise is
ineffective, U; refuses to continue to sign for plain text, and terminates the entire digital
signature process.

(3) Alice verify the effectiveness of signature to all chosen users

Alice obtains Sy; and Bg;” by decrypting ciphertext from U;. Alice firstly contrast the

accordant of M stored in local, K; K, and K| in entanglement swapping. If the result is
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correct, combing information of Bg;” and Bg,’ stored in local, Alice verify ordinally
every user if accords with rules of Bell states quantum entanglement swapping. If all
verification results of entanglement swapping for chosen users accord with the rules,
Alice finally accepts the validity of the whole quantum signature process; otherwise, no
matter any user errors, Alice refuses to accept the whole signature.

3 Analysis of Security and Validity

(1) Deceptive attack

If any signature user U; maliciously tamper with signature to deceive the subsequent
signer and verifier, maybe he can make Uj,,; get wrong message, but will ultimately fail
to pass Alice's verification. Because Alice will first check M, all corresponding K;, then
verify the validity of signature ordinally. In that way, Alice will locate users, which
maliciously tamper with information, and examine the integrity of all signature users.
(2) The validity of signature

For any signer U, in the process of forming his own signature information, not only
need to use quantum key, K;, consulted with Alice, to transfer S ;,’ as important
signature information and decryption password, but also K; takes part in the process of
signature as an element to form signature, further more, K; itself is a important symbol
of user identity.

Secondly, Bg;’, as one of the signature information, is measured immediately and
sent to Alice safely after entanglement swapping, only when the next user U, verifies
the validity of signature for U;, Alice will send it to Uj,; by safe channel. Therefore,
singnature user U; must have two terms: one is the quantum key, K;, formed with Alice
in advance; another is Bg; and Bg;’, which is of uniqueness, measured after current
entanglement swapping. So it has property that can't be denied.

(3) The confidentiality of signature

In this scheme, the user U; only selected by Alice can might kown about the message
M, and signs his own signature S;. And Ui sends S, by quantum teleportation
controlled by Alice to next user assigned by Alice too, the user Uj; itself doesn't know
who is the next user; Further more,U;,; can obtain the information only after being
authorized(decryption password of signature) by Alice. This ensures that the whole
signature process has high confidentiality.

(4) Intermediary attack

The eavesdropper attempts to intercept message M, quantum key K;, or user's
signature information S;’, in order to master and tamper with the message and signature
of users'. Due to the above information encrypts by quantum key during transmission,
use the quantum key distribution protocols have been proved as unconditional security,
such as BB84.And Alice updates keys with U; in every communication process, namely
ensures one-time-pad in communication. Therefore, the eavesdropper would be unable
to get any useful information, and to say nothing of mastering and tampering with any
message and signature of users.

The eavesdropper can intercept entanglement pairs sequence for choosing signature
user, sent by U; to Alice, and generate the same entanglement pairs sent to Alice. If
what U; transfers is plain text by quantum teleportation, the Eavesdropper can
completely unnoticed acquire all the information including message M of U;. Although
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the signature has still the property that can not be denied, it makes scheme meaningless
in some degree. After encryting signature information by S;’, the eavesdropper can't get
any useful information totally. Moreover, because S;’ is formed in randomness, for the

1
every bit in S;’, the eavesdropper has only 5 probability to "guess" the right bit, so

the behavior of the eavesdropper will easily be detected, the attack will not be
successful.

4 Conclusion

This paper proposes a quantum sequential multi-signature Scheme strictly controlled
by message sender, by using the property of entanglement swapping in Bell states, and
with the help of quantum teleportation. The scheme possesses a high degree of
confidentiality, security, and can't be counterfeited and repudiated. it's particularly
suitable for small scale network, with strong practicability.
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Abstract. Dimension reduction is crucial when it is applied on intrusion
detection systems. Many data mining algorithms have been used for this
purpose. For example, manifold learning algorithms, especially Isometric
feature mapping (Isomap) have been investigated. Researchers successfully
applied Isomap on intrusion detection system as a nonlinear dimension
reduction method. But it had some problems such as operation on batch mode
and being disabled to handle new data points, additionally, it had computational
cost and could not be properly applied on huge datasets. Losing time and
reducing speed of detection is another problem of Isomap in intrusion detection
systems. Incremental Landmark Isomap which selects landmarks among whole
data points has been invented for solving these problems. In this paper, we use
FCM as a data reduction method to select meaningful landmarks for
Incremental L-Isomap instead of choosing them randomly. This method is
implemented and applied on some UCI datasets and also NSLKDD dataset. The
results demonstrate higher detection rate for the proposed method, comparing to
classical Incremental L-Isomap which chooses landmarks randomly.

Keywords: Intrusion Detection System, Manifold Learning, Landmark,
Incremental Landmark Isomap, FCM Clustering, Dimension Reduction.

1 Introduction

With rapidly development of communication, there is no restriction of real distance
for people to contact with each other. Besides the improvement and efficiency of the
network, it is distinguished that unauthorized activities by external attacker or internal
sources are increased dramatically. Accordingly, computer network’s becomes an
urgent issue. So the intrusion detection system which was introduced by Anderson [1]
is an important problem nowadays. Anomaly detection and misuse detection are two
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prominent approaches in computer intrusion detection. In misuse detection, intrusions
are detected by comparing activities with known signatures of intrusions. Those
matched are then detected as attacks. This approach fails in detecting novel intrusions.
Anomaly detection identifies activities that deviate from the normal. Although this
method can handle novel attacks, it suffers from the difficulty of defining “Normal”.
We investigate anomaly detection in this study.

Many techniques based on data mining and machine learning approaches, such as
neural networks, support vector machines [2] have been applied in anomaly intrusion
detection. These algorithms work on all of data points’ features. But in many datasets
such as intrusion detection many features are redundant or less important [3].So
reducing feature space by extracting features would be a good method for improving
detection rate and reducing the time of processing.

PCA [4] and MDS [5] are two prominent methods for linear dimension reduction.
These methods fail to act properly on real-world datasets, because these datasets are
non-linear.

Manifold learning is one of the methods that used for dimension reduction. Non-
linear manifold learning algorithms such as Locally Linear Embedding (LLE) [6] and
Isometric Feature Mapping (Isomap) [7] have been used for nonlinear dimension
reduction. In linear methods, usually linear kernels and Euclidean distances have been
used. These restrictions can be eliminated in non-linear methods. Non-linear manifold
learning methods are divided in two main categories. First category includes methods
that try to maintain globally structure of dataset while second category maintains
locally structures. For instance, Isomap is based on maintaining globally geometry of
dataset. This method attempts to preserve Geodesic distances between data points
while mapping them from high dimensions to low dimensions. LLE is one of the non-
linear dimension reduction algorithms that global geometry is inferred only from local
interactions between data points.

Landmark Isomap [8] is a variation of Isomap, which preserve all of attractive
attributes, but is more efficient. It selects some data points as landmarks to construct
the map. Landmark points are chosen, randomly. While L-Isomap embeds data points
that have smooth manifolds with a little loss of information, it does not perform well
on data points with more complex manifolds. If the landmark points are selected in a
meaningful way rather than randomly, L-Isomap will perform better on these kinds of
manifolds.

An important fact that exists in data mining domain is that sometimes the
information should be collected sequentially through dataflow. Manifold learning
algorithms operate in “batch” mode. It means that all data should be available during
training and they cannot be applied on dataflow. Incremental manifold learning has
been invented for this purpose. Martin law et all in [9] proposed incremental Isomap
and incremental L-Isomap that can solve this problem. Their method can handle
unseen data, and it can be applied on data stream too.

In this paper, we use the incremental version of L-Isomap. This method could
handle the problem of data streams, and, because of landmark part of this algorithm, it
also can solve bottlenecks of classical Isomap.

Experiments indicated that if landmarks are chosen in a way that they can show
distribution of whole data points, L-Isomap will be able of reaching the same level of
feature reduction as classical Isomap without losing important information. In order to
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choose landmarks, we used clustering method. Clustering can be considered as the
most important unsupervised learning problem. So, as every other problem of this
kind, it deals with finding a structure in a set of unlabeled data point. Moreover, it can
be used as a method for data reduction. Output of clustering method contains data
points that will be used as landmarks for L-Isomap. In this work, Fuzzy-C means
(FCM) algorithm [10] is used for clustering.

The rest of the paper is organized as follows. Section 2 provides a brief overview
on FCM clustering, Isomap, L-Isomap and Incremental Isomap and finally it
describes proposed method. The experimental results are described in section 3. The
conclusions are presented in section 4.

2 Methodology

2.1 Isomap

Isomap [7] is a generalization of MDS (Multi-Dimensional Scaling) [5] in which the
pairwise distance matrix is replaced by the matrix of pairwise geodesic distances. The
algorithm contains three steps:

1. Construct graph that shows manifold of data points in high dimensional
space.

2. Compute pairwise distance matrix D with the Floyd or Dijkstra algorithm.

3. Apply MDS on D.

2.2 Landmark Isomap

Landmark Isomap [8] is a variation of Isomap, which preserve all of the attractive
attributes, but is more efficient. Landmark Isomap saves three bottlenecks that exist in
classical Isomap algorithm: storage, calculation of distance matrix, and the eigenvalue
problem.

2.3 Incremental Isomap

Suppose that data points X;for 1 < i < n exist. Batch Isomap algorithm can calculate
Y; for 1<i<n, so that ¥; is embedded form of original data points in low
dimensional space. Then, the new data point X,,, arrives. The goal of incremental
Isomap [9] is to update the transformed data points Y; so that to best preserve the
updated geodesic distances. This is done in three stages:

1-  Updating the Geodesic Distance for the original n vertices.

2- Updating the embedded data points regarding to the new Geodesic Distance
matrix.

3- Calculating the transformed instances of new data point X, ;.

2.4 Fuzzy C-Means (FCM)

The fuzzy c-means algorithm is one of the clustering methods that belongs to
overlapping clustering category. Like fuzzy logic, in fuzzy clustering, each data point
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belongs to clusters with a degree. The degree of membership for each cluster would
be different. For each data point, sum of the membership degree of belonging to
clusters would be one:

num.cluster

v ( Z w(x) = 1) (1)
k=1
The centroid of the cluster would be mean of all data points, that belong to that
cluster. As the formula shows, the coefficient of each data point is related to its degree
of belonging to the cluster:
T i ()"
centery, RNOL 2)
For each data point, the degree of belonging to each cluster is related to the inverse
of distance to the cluster center:

1

u(x) = d(centery, x) (3)

Then the gained coefficient are normalized and fuzzyfied with a real parameter
m > 1 so that their sum is 1:
1

d(centery,x) 2/m=1 )
2:J'(d(cent:er]-,x))

w(x) =

FCM method includes these three steps:

Choose a number of clusters.

Assign a coefficient to each data point that indicates the degree of belonging to
each cluster, randomly.

3. Repeat until the algorithm is converged(the coefficient’s change is smaller than
threshold criteria)

DN =

3.1. For each cluster compute its center, using above formula
3.2. For each data point determine the degree of being in each cluster using
above formula.

2.5 Our Approach

We applied FCM in a way that is more useful for the problem of incremental
landmark Isomap. Using FCM method, there are two ways to choose the landmarks.
The first solution sets number of clusters equal to number of landmarks, and chooses
one data point in each cluster as an indicator of that cluster. These indicators would be
landmark points. This method has some problems. The first problem is that if the
number of landmark points is high, this method should assign high number of clusters
to data points. When the number of clusters becomes high, FCM has computational
complexity. The second problem is that choosing one data point from each cluster is
not a good way to gather landmarks. Because different clusters contains different
number of data points. Some clusters are bigger than the others, and as a result they
have more priority in a dataset. But, in this method one data point has been chosen
from each cluster, and this indicates that it assigns the same priority to all clusters.
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The second solution, which is the approach used in our proposed method, does not
allocate equal priority to each cluster. At the beginning, this method assigns weight to
each cluster. Assigning weights to clusters is based on the number of data points that
each cluster contains.

num.data points
wW. = Zl'=1 Uik (5)
k= Znum_clustgr Znum.data points .
k=1 i=1 ik

After assigning weights, the number of landmarks that should be chosen from each
cluster calculated according to this formula:

Ly = W] * Lr (6)

Which Ly is the number of landmarks that have been selected from cluster k, and
L is the whole number of landmarks that would be representative of all data points.

For selecting data points from each cluster, the data points having bigger
membership degrees are chosen.

It is worth mentioning here that, the main contribution of this paper would be the
second solution which firstly assigns weights to the clusters. It then selects the
appropriate landmarks based on the assigned weights from each cluster. After this
step, these landmarks are used in L-Isomap algorithm to reduce the features of data
points. We used this algorithm in intrusion detection systems to could obtain better
detection rates. In next section, some of the experimental results are described.

3 Results

In this section, we present the experimental results in evaluating the proposed method.
The proposed methods are evaluated on the following datasets selected from UCI
repository in addition to NSL-KDD dataset. [11]. NSL-KDD is a dataset suggested to
solve the inherent problems of the KDD'99 dataset mentioned in [11]. However, this
new version of the KDD dataset still suffers from the problems discussed by McHugh
[12] and may not be a perfect representative of existing real networks. Because of the
lack of public datasets for network-based IDS, we believe that it still can be
considered as a suitable benchmark allowing researchers to compare different
intrusion detection methods. Table 1 shows the properties of these datasets. As Table
1 shows the CMC and Waves train datasets are not separated from the test part. In
these experiments, 70% of whole dataset is considered as train set and the remain
dataset would be test set.

Table 1. Summery of used datasets

No. Samples No. Class No. Features
CMC 1472 3 10
Waves 5000 3 41
Train NSL-KDD 25192 2 41
Test + NSL-KDD 22544 2 41
Test — NSL-KDD 11850 2 41
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In these experiments, firstly data reduction with FCM is performed, and finally
incremental L-Isomap via selecting landmark points based on FCM method is
investigated.

1. Data reduction with FCM:

The proposed FCM is used for selecting meaningful landmarks. We applied this
method on datasets shown in Table 1 to reduce data points. The reduced data points
could be considered as landmark points for incremental L-Isomap algorithm. But, in
this step we want to show that the reduced data points are appropriate representatives
for whole dataset. As Tables 2-5 show, the proposed algorithm was able to reduce the
number of data points in each dataset. After reduction of data points, datasets are
classified with decision tree. The proposed FCM has two parameters: number of
clusters and number of reduced data points. After setting these two parameters, we
executed this method 30 times. Consequently, for each time executing this method,
the reduced dataset, is classified by decision tree. Accuracy of classifying reduced
datasets is shown in Tables 2-5. Table 6 shows the accuracy of classifying original
datasets before reduction. It can be seen that the accuracy of selecting data points
using proposed FCM is near to the accuracy of original data points before reduction.
This fact shows us that selecting landmarks via proposed FCM preserves the
distribution of original dataset.

Table 2. CMC Table 3. Waves
Number of clusters Number of clusters
Train | 50 75 | 100 Train | 50 75 | 100
size size
100 38.59 | 40.56 | 38.60 | 39.69 500 62.54 | 6346 | 63.17 | 62.57
300 42.51 | 40.20 | 41.10 | 40.85 1100 | 64.91 | 65.59 | 64.92 | 65.48
500 4392 | 42.16 | 42.37 | 43.38 2000 | 68.60 | 69.68 | 69.21 | 69.29
800 43.14 | 43.33 | 44.01 | 43.75 3000 | 72.60 | 73.07 | 73.01 | 73.33
Table 4. NSL-KDD (+) Table 5. NSL-KDD(-)
Number of clusters Number of clusters
Train 140 | 50 | 75 | 100 Train 140 | 50 | 75 | 100
size size
5000 | 58.97 | 59.08 | 59.03 | 59.03 5000 | 51.40 | 51.36 | 51.38 | 51.38
10000 | 65.03 | 74.64 | 70.08 | 71.22 10000 | 51.38 | 55.43 | 56.36 | 54.80
15000 | 64.51 | 71.22 | 70.51 | 73.06 15000 | 53.99 | 55.80 | 55.99 | 56.06
20000 | 75.22 | 73.79 | 72.93 | 75.51 20000 | 57.80 | 56.17 | 57.62 | 57.99

Table 6. Accuracy of classifying original datasets before reduction

Dataset Train-size Accuracy

CMC 1000 44.4909

Waves 3500 73.3983
NSL-KDD(+) 25192 78.0119
NSL-KDD(-) 25192 58.1941
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2. Incremental L-Isomap via selecting landmark points based on FCM method:

We applied incremental manifold learning on datasets shown in Table 1 to
transform data points from high dimensional space to low dimensional space. Number
of features is reduced to half for each data point. Number of features of each dataset
after performing manifold learning algorithm is shown in Table 7. The number of
neighbors to construct manifold, for each dataset is presented, too. Number of
landmarks and number of clusters for FCM landmark selection are two parameters
that have to be set. In classical incremental L-Isomap, landmark points are chosen
randomly. But, Landmark points have to be chosen in a way that they show
characteristic of all data points. In the proposed method, landmark points are selected
using FCM algorithm. These landmarks should be representative of all data points.
After feature reduction with incremental L-Isomap, we classified data points with
decision tree classifier. Table 8 shows that when we applied incremental L-Isomap
with selecting landmarks via FCM, results are more accurate in comparison with
selecting landmarks randomly. Besides, original datasets without applying manifold
learning algorithms are classified. It can be seen that incremental L-Isomap improves
accuracy of classifying. This shows that some features are irrelevant or noise and
using incremental manifold learning can omit them.

Table 7. Parameters of proposed incremental L-Isomap and number of features befor and after
reduction

Dataset Nu_mber of Number of Number of cluster f(_)r Number of feaFures
neighbors landmarks FCM landmark selecting after embedding
Waves 35 150 25 20
NSL-KDD(+) 40 500 50 20
NSL-KDD(-) 40 500 50 20

Table 8. Comparison between accuracy value in the proposed incremental L-Isomap and classical
incremental L-Isomap and original dataset without feature reduction

Classical incremental Proposed incremental ..
Dataset landmark Isomap lzﬁldmark Isomap Original dataset
CMC 37.4028 46.8512 44.4909
Waves 70.0469 71.3083 73.3983
NSL-KDD(+) 79.2119 82.2367 78.0119
NSL-KDD(-) 60.7713 63.2828 58.1941

4 Conclusion

This paper firstly discusses the concept of incremental landmark Isomap and its
advantages to classical Isomap. The proposed FCM landmark selection is applied on
incremental landmark Isomap method and is compared with classical incremental
landmark Isomap. The results show that the landmark points chosen by FCM
algorithms are better representatives of whole dataset. Therefore, they can construct
similar manifold in less processing time. In addition, applying FCM to select
landmarks makes incremental L-Isomap more robust. Consequently, this method
could be more useful for large datasets.
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We applied Incremental L-Isomap on UCI and NSLKDD datasets. To evaluate the

applicably of our method, we used decision tree as the classifier for intrusion
detection system. Experiment results demonstrate higher detection rate.

The use of Incremental L-Isomap improves the overall performance of IDS mainly

due to two reasons. Firstly, it reduces the dimension, thereby making the
computational efforts less. Second reason is the reduction of noise in the data. By
reducing the noise, we can expect a better classification of normal and abnormal data.
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Abstract. Certificate-based encryption (CBE) is a new asymmetric encryption
paradigm which combines traditional public-key encryption and identity-based
encryption (IBE) while preserving some of their most attractive features. It
provides an efficient implicit certificate mechanism which eliminates the third-
party queries and simplifies the certificate revocation problem in the traditional
PKI. It also solves the key escrow problem and the key distribution problem
inherent in IBE. In this paper, we propose a quite efficient CBE scheme which
is chosen-ciphertext secure in the random oracle model. The proposed CBE
scheme requires computing only one bilinear pairing and introduces no
redundancies in ciphertext. Compared with the existing CBE schemes, our
scheme enjoys better performance on both the computation efficiency and the
communication bandwidth.

Keywords: Certificate-based encryption, chosen-ciphertext secure, bilinear
pairing, random oracle model.

1 Introduction

In Eurocrypt 2003, Gentry [12] introduced the notion of certificate-based encryption
(CBE), which combines identity-based encryption (IBE) and traditional public key
encryption (PKE) while preserving some of their most attractive features. As in the
traditional PKE, each user in CBE generates his own public/private key pair and
requests a certificate from a CA. The CA generates a certificate and is responsible for
pushing a fresh certificate to the holder of the public key. A certificate in CBE has all
the functionalities of a traditional PKI certificate, and also acts as a partial decryption
key. This additional functionality provides an implicit certificate so that the sender is
not required to obtain fresh information on certificate status and the recipient can only
decrypt the ciphertext using his private key along with a fresh certificate from its CA.
The feature of implicit certificate allows us to eliminate third-party queries for the
certificate status and simplify the public key revocation problem. Therefore, CBE can
be used to construct an efficient PKI requiring fewer infrastructures. Furthermore,
there is no key escrow problem (since CA does not know the private keys of users)
and key distribution problem (since the certificates need not be kept secret) in CBE.

Q. Zhou (Ed.): ICTMF 2011, CCIS 164, pp. 54f61] 2011.
© Springer-Verlag Berlin Heidelberg 2011
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In the original work [12], Gentry constructed the first CBE scheme in the random
oracle model from the BF-IBE scheme [5]. A subsequent paper by Yum and Lee [24]
provided a formal equivalence theorem among IBE, certificateless public key
encryption (CL-PKE) [1] and CBE, and showed that IBE implies both CBE and CL-
PKE by giving a generic construction from IBE to those primitives. However, Galindo
et al. [10] pointed out that a dishonest authority could break the security of their
generic constructions. Actually, these generic constructions were inherently flawed due
to a naive use of double encryption without further treatments. In [17], Lu et al. solved
this problem by using the Fujisaki-Okamoto conversions [8, 9] and gave a method to
achieve generic CCA-secure CBE constructions in the random oracle model. In [7],
Dodis and Katz claimed that their generic technique which was proposed to build
multiple-encryption schemes from PKE schemes can also be applied to IBE and PKE
(instead of two PKESs) to build CBE schemes without resorting to the random oracle
model. However, their construction encrypts the messages in parallel by the encryption
algorithms of IBE and PKE, which results in long ciphertext size. In [2], Al-Riyami
and Paterson gave an analysis of Gentry’s CBE concept and repaired a number of
problems in the original definitions of CBE and its security model. They also presented
a generic conversion from CL-PKE to CBE and claimed that a secure CBE scheme
could be constructed from any secure CL-PKE scheme using this conversion. Kang
and Park [14] pointed out that their conversion was incorrect due to the flaw in their
security proof. This implies that the derived CBE scheme by Al-Riyami and Paterson
[2] is therefore invalid. In [25], Yum and Lee proposed a separable implicit certificate
revocation system called status CBE to relieve the certifier’s burden of certificate
revocation, in which the authenticity of a public key is guaranteed by a long-lived
certificate and the certificate revocation problem is resolved by a short-lived certificate.
However, Park and Lee [21] pointed that their status CBE scheme is insecure under the
public key replacement attack. In [19], Morillo and Rafols proposed the first concrete
CBE scheme in the standard model from the Waters-IBE scheme [23] and the BB-IBE
scheme [4]. Galindo et al. [11] revised this CBE scheme and proposed an improved
one. In [16], Liu and Zhou proposed a new CBE scheme in the standard model from
the Gentry-IBE scheme [13]. Recently, Lu et al. [18] proposed a quite efficient CBE
scheme in the random oracle model from the SK-IBE scheme [22, 6] which requires
computing only one pairing.

In this paper, we propose a new CBE scheme which is secure under the hardness of
the computational Diffie-Hellman problem and the gap bilinear Diffie-Hellman
problem in the random oracle model. The proposed CBE scheme requires computing
only one pairing and introduces no redundancies in ciphertext. Compared with the
existing CBE schemes, our scheme enjoys better performance on both the
computation efficiency and the communication bandwidth. What is worth mentioning
is that our scheme has low communication bandwidth and is more suitable for the
bandwidth limited network.

The rest of this paper is organized as follows: In Section 2, we briefly review some
background definitions including certificated-based encryption, symmetric
encryption, bilinear map and hard problems on which the security of our scheme is
based. In Section 3, we describe our CBE scheme. In Section 4, we give the result
about the security of our scheme and make an efficiency comparison between our
CBE scheme and the existing ones. In Section 5, we conclude our paper.
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2  Preliminaries

In this section, we briefly review some background definitions including certificate-
based encryption, symmetric encryption, bilinear map, and the hard problems on
which the security of our CBE scheme is based.

2.1 Certificate-Based Encryption

In a CBE scheme, a CA will first generate the system parameter including a master
key and a list of public system parameters. Then, the CA will use the system
parameter to generate certificates for users in the system. Users will generate their
own public/private key pairs and contact the certifier to obtain the corresponding
certificates. A user should use its private key and certificate from the CA as the
decryption key to decrypt the ciphertext which is sent to him. The following
definition of CBE is taken from [1] essentially, where the original definition given in
[12] was reconsidered.

Definition 1. A CBE scheme is defined by following five algorithms:

— Setup is a probabilistic algorithm taking as input a security parameter k. It returns
CA’s master-key msk and the public parameters params that include the
descriptions of a finite message space MSPC and a finite ciphertext space CSPC.
Usually, this algorithm is run by a CA. We consider the public parameters params
to be an implicit input to the rest of the algorithms.

— UserKeyGen is a probabilistic algorithm that outputs a public and private key
pair (upk, usk).

— CertGen is a deterministic algorithm that takes the master key msk, an index 7 of
the current time period, a user’s identity id and a public key upk as input. It returns
a certificate Cert;, , which is sent to the user id through an open channel. Here 7is
a string identifying a time period, while id contains other information needed to
certify the user. Usually, this algorithm is run by a CA.

— Encrypt is a probabilistic algorithm that takes an index 7 of the current time
period, a user’s identity id, a user’s public key upk and the message Me MSPC as
input. It returns a ciphertext Ce CSPC for the message M.

— Decrypt is a deterministic algorithm that takes a user’s private key usk, a user’s
certificate Cert;; ;and a ciphertext C as input. It returns either a message M or the
special symbol L indicating a decryption failure.

Naturally, it is required that these algorithms must satisfy the standard consistency
constraint, that is VMe MSPC, Decrypt(params, Cert,y,, usk, Encryp(params, t, id,
upk, M)) = M where Cert,; , = CentGen(params, msk, T, id, upk), and (upk< usk) is a
valid key-pair generated by the algorithm UserKeyGen.

The strongest security notion of a CBE scheme is IND-CBE-CCA2. Due to the
space limitation, we omit the concrete definition here and refer the readers to [12, 1]
for more details about the security notions of CBE.
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2.2 Symmetric Encryption

A symmetric encryption scheme SE is specified by a deterministic encryption
algorithm E and a deterministic decryption algorithm D. Let A be a security
parameter. Algorithm E takes a symmetric key K € {0, 1}*and a message M as input,
and returns a ciphertext C = Ex(M). Algorithm D takes K € {0, 1}/1 and a ciphertext C
as input, and returns either a message M = Dg(C) or a special symbol L denoting a
decryption failure.

Next, we review the notion of chosen-ciphertext security for a symmetric
encryption scheme described in [15].

Definition 2. A symmetric encryption scheme SE = (E, D) is said to be IND-SE-
CCAZ2 secure if no adversary A has non-negligible advantage in the following game:

— The challenger randomly chooses a key K € {0, 1 }l.

— The adversary A issues a series of queries to the encryption oracle and the
decryption oracle. The challenger responds these queries by using the key K.

— The adversary A outputs two plaintexts M, and M; which were not submitted to
the encryption oracle or obtained from the decryption oracle. The challenger
chooses a random bit b € {0, 1} and encrypts M, using the key K. It then outputs
the resulting ciphertext C” to the adversary A.

— The adversary A issues more queries as in Phase 1, but with the restrictions that c
can not be submitted to the decryption oracle and My, M, can not be submitted to
the encryption oracle.

— The adversary A outputs a guess b € {0, 1} for fand wins the game if b =b. A’s
advantage in this game is defined to be Adv(A) = 2IPr[b = b1- 172l

2.3 Bilinear Map and Hard Problems

Let G, be an additive cyclic group of a large prime order ¢ and G, denotes a
multiplicative cyclic group of the same order. Let P be a generator of G;. A mapping e:
G| X G; — G, is called a bilinear map if it satisfies the following properties:

— Bilinearity: V P, P,e G,V a,be Zq*, we have e(aP,, bP,) = e(P,, P,)™.
— Non-degeneracy: e(P, P) # 1.
— Computability: V Py, P, € Gy, e(P;, P,) can be efficiently computed.

Definition 3. The computational Diffie-Hellman (CDH) problem in G; is, given (P,
aP, bP) with uniformly random choices of a, b € Z *, to compute abP € G,. Let B be
an adversary against the hardness of the CDH problem. B’s advantage is defined to be

Adv(B) = Pt[B(P, aP, bP) = abP].

Definition 4 [20]. The gap bilinear Diffie-Hellman (Gap-BDH) problem in (G, G, ) is,
given (P, aP, bP, cP) with uniformly random choices of a, b, ¢ € Zq*, to compute e(P,
P)* with the help of a DBDH oracle Opgpy(-) that takes (P, aP, bP, c¢P, T) as input
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and outputs 1 if 7' = e(P, P)** and 0 otherwise. Let B be an adversary against the
hardness of the Gap-BDH problem. B’s advantage is defined to be Adv(B) = Pr[B(P,
aP, bP, cP, Opgpu(*)) = e(P, P)™].

3 A New CBE Scheme

Our scheme is constructed based on a hybrid variant of the BF-IBE scheme proposed
by Libert and Quisquater [15]. It is described as follows:

Setup(1): It performs the following steps:

— Generate a pair of cycle groups (G, Gy) of prime order ¢ and a bilinear map e: G,
X Gl 4 G2.

— Choose a random generator P € G, and a random element s € Zq*, compute P, =
sP.

— Choose two cryptographic hash functions H;: {0, 1}" > G, and Hy: (G))’ X G, —
{0, 1}’1, as well as a symmetric encryption scheme SE = (E, D) of keylength A,
where A is polynomial in k.

— Output s as the master key msk and {G, Gy, e, q, P, P,y Hy, Hy, A, E, D, n} as the
public parameters params, where n denotes a bound on the size of plaintexts. The
plaintext space is MSPC = {0, 1}" and the ciphertext space is CSPC = G, x {0, 1}".

UserKeyGen(params): It chooses a random element x € Zq* as the private key usk
and sets xP as the corresponding public key upk.

CertGen(params, msk, 1, id, upk): It computes and outputs Certy;; = sQ,q as the
certificate for the identity id in the time period 7, where Q,; = H (7, id, upk).

Encrypt(params, 7, id, upk, M): It performs the following steps:

— Choose a random r € Zq* and compute U = rP. Compute SK = Hy(Q.4, U, rupk,
e(Pyup, Qig)") wWhere Q;y = H(7, id, upk).
— Compute V = Ex¢(M) and outputs C = (U, V) as the ciphertext.

Notice that once e(P,,;,, Q;s) has been pre-computed, the above encryption algorithm
does not require any pairing computations to send messages to the user id in the time
period 7.

Decrypt(params, Cert;y , usk, C = (U, V)): It computes SK = Hx(Qy, U, usk-U, e(U,
Cert,y ;) and outputs the message M = Dg(V).

The consistency of the above CBE scheme is easy to check as we have
SK = Hy(Qig, U, usk-U, e(U, Cert,; ;)
= Hx(Qia, U, r-upk, e(Ppup, Qia)).
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4  Security and Efficiency Analysis

Under the hardness of the CDH problem and the Gap-BDH problem, we have proved
our CBE scheme is IND-CNE-CCA2 secure in the random oracle model. The
following theorem is our result about the security of our scheme.

Theorem 1. Suppose that H;, H, are random oracles and the symmetric encryption
scheme SE is IND-SE-CCA2 secure, then the above CBE scheme is IND-CBE-CCA2
secure under the hardness of the CDH problem and the Gap-BDH problem.

Proof. We will write the proof of this theorem in the full version of this paper.

We now make an efficiency comparison between our scheme and the existing CBE
schemes. In the computation cost comparison, we consider three major operations:
Pairing (p), Multiplication (m), and Exponentiation (e). Among these operations, the
pairing operation is considered as the heaviest time-consuming one in spite of the
recent advances in the implementation technique in [3]. As usual, all symmetric
operations are ignored. Moreover, we denote the signing algorithm and the
verification algorithm in the signature scheme by (Sign, Vfy). In the communication
cost comparison, ciphertext expansion represents the length difference between the
ciphertext and the plaintext. The length of a string X is denoted by IXI. We denote the
public commitment string and the de-commitment string in an encapsulation scheme
by com and dec respectively, the message authentication code by mac, and the
verification key and the signature in a one-time signature scheme by vk and o
respectively. Ciphertext expansion represents the difference between the ciphertext
length and the message length. In [12] and [18], [ should be at least 160 in order to
obtain a reasonable security. Considering the pre-computation, the detailed
performances of all the CBE schemes are listed in Table 1.

Table 1. Efficiency comparison

Computation Cost Communication Cost
Scheme

Encryption Decryption | Ciphertext Expansion Public Key | Certificate

Gentry03 [12] 2p+lm+le Ip+1m IGil+1 1Gil 1Gil

MRO6 [19] 4m+2e 3p+3m 31G,l+ldecl+lcoml+Imacl 21Gl 21G, |

GMRO8 [11] Sm+2e+Sign | 3p+3m+Vfy 31Gy 1 +vkl +1 ot 21Gy! 21Gy
LZ [16] 2m+7e 2p+1m+2e 21Gol+1Gl 61Gl 31G1+31Z,]

LLX 09[18] 2m+2e Ip+im+le IGil+1 |Gl 1Gil

Our Scheme 2m+le 1p+1m Gyl Gyl 1Gyl

From the table, we can see that our scheme has better performances on both the
computation efficiency and the communication bandwidth. What is worth mentioning
is that our scheme introduces non redundancies in ciphertext and has short public keys
and short certificates. Therefore, it is more suitable for the bandwidth limited
network.
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5 Conclusion

In this paper, we present a new CBE scheme which is IND-CBE-CCA?2 secure under
the hardness of the CDH problem and the Gap-BDH problem in the random oracle
model. Our scheme does not require computing any pairings in the encryption
algorithm and requires computing only one pairing in the decryption algorithm.
Furthermore, our scheme introduces non redundancies in ciphertext and has short
public keys and short certificates. When compared with the previous CBE schemes,
our CBE scheme has obvious advantage on both the computation efficiency and the
communication bandwidth.
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Abstract. The paradigm of forward security provides a promising approach to
deal with the secret key exposure. It guarantees that the compromise of current
secret keys does not compromise past secret keys and past communications.
Therefore, forward security can minimize the resulting damage caused by the
secret key exposure. In this paper, we propose a new forward-secure identity-
based encryption (FS-IBE) scheme which is forward-secure against adaptive
chosen-ciphertext attacks under in the standard model. In the proposed scheme,
some of the main efficiency parameters are independent on the total number of
time periods. Compared with the existing FS-IBE scheme, our scheme is much
more efficient.

Keywords: Forward security, key exposure, identity-based encryption, standard
model.

1 Introduction

In traditional public key cryptography, private keys are generated randomly with no
connection to users’ identities. Therefore, a Public Key Infrastructure (PKI) is used to
provide an assurance to the users about the relationship between a public key and the
identity of the holder of the corresponding private key by certificates. However,
the need for PKI supporting certificates is considered as the main difficulty in the
deployment and management of traditional public key cryptography. To simplify the
management of the public key certificates, Shamir [12] introduced the notion of
identity-based cryptography (IBC) in 1984. In IBC, the public key of each user is
derived directly from certain aspects of its identity, such as an IP address or an e-mail
address, and the corresponding private key is generated by a trusted third party called
Private Key Generator (PKG). Rather than obtaining the disparate public keys and the
corresponding certificates of its intended recipients separately as is done in traditional
public key cryptography, a message sender who knows the identities of its recipients
needs only to obtain the public parameters of the PKG. Therefore, the main practical
benefit of IBC lies in great reduction of need for public key certificates and certificate
authorities. However, it was an open problem to construct an efficient identity-based
encryption (IBE) scheme until almost two decades after Shamir posed the initial open
question in [12]. In 2001, Boneh and Franklin [5] presented the first practical and
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provably secure IBE scheme using the bilinear pairings on elliptic curves. Despite its
only recent invention, IBE has been used extensively in practice, and is currently in
the process of getting standardized.

The paradigm of forward security provides a promising approach to deal with the
key exposure. The central idea of forward security is that the compromise of current
secret keys does not compromise past secret keys. The notion of forward security was
first proposed in the context of key-exchange protocols by Giinther [11] and later by
Diffie, et al. [8]. In forward-secure key-exchange protocols, compromise of long-term
secret keys does not compromise past session keys. A forward-secure key-exchange
protocol naturally gives rise to an interactive forward-secure encryption scheme in
which the two communication parties interact to generate a shared key which is
erased immediately after being used to encrypt a single message. The notion of non-
interactive forward security was first proposed by Anderson [1] and later formalized
in the context of signature by Bellare and Miner [2]. In the model formalized by
Bellare and Miner, the lifetime of the system is divided into N time periods labeled
0,..., N-1, and secret keys are evolved at regular time periods with the time of the
system. The device begins by storing secret key SKj. At the beginning of each time
period i, the device applies some key-evolving algorithm to the previous secret key
SK;.; in order to derive the secret key SK; which is used in the time period i, and then
deletes the previous secret key SK;;. Notice that if being in a public-key
cryptosystem, the public keys are never updated and remains fixed while the private
keys are evolved with the time. A forward-secure cryptosystem guarantees that an
adversary who learns the secret key SK; for a time period i will be unable to break the
security of the system for all time periods prior to i.

As pointed out by Yao, et al. [13], the standard notion of IBE security is vulnerable
to the secret key exposure. Therefore, forward-secure IBE (FS-IBE) schemes would be
desirable. In [13], Yao, et al. proposed a forward-secure hierarchical identity-based
encryption scheme in the random oracle model [7] by combining the forward-secure
public key scheme proposed by Canetti, et al. [6] with the hierarchical identity-based
encryption scheme proposed by Gentry and Silverberg [9]. We write this scheme to be
YFDLO4 scheme for short. In the YFDLO4 scheme, the dependency of all the
performance parameters on the total number of time periods is poly-logarithmic.
Suppose that N is the total number of distinct time periods, then the first-level of this
scheme results in ciphertext/public key/private key of size O(log,N) and key
generation/key update/encryption/decryption of time O(log,N). Obviously, the YFDL04
scheme is quite inefficient for large values of N. In this paper, we construct a quite
efficient FS-IBE scheme which is secure in the standard model. In our scheme, some of
main efficiency parameters are independent on the total number of time periods. What is
worth mentioning is that the ciphertext in our scheme consists of only four or five group
elements and the decryption requires only three or four pairing operations. Compared
with the first-level of the YFDL04 scheme, our FS-IBE scheme is much more efficient.

The rest paper is organized as follows: In Section 2 we briefly review the definition
of bilinear map and describe the hardness assumption on which the security of our
scheme is based. In Section 3 we give the definitions of FS-IBE and its security. In
Section 4 we present a FS-IBE scheme which is provably secure in the standard
model. In Section 5, we make an efficiency comparison between our scheme and the
first-level of the YFDL04 scheme. In Section 6, we conclude our paper.
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2 Bilinear Map and Hardness Assumption

Let p be a large prime number, G| and G, denote two multiplicative cyclic groups of
the same order p. A mapping e: G; X G; = G, is called a bilinear map if it satisfies
the following properties:

— Bilinearity: e(u®, v") = e(u, v)*" for all u, ve G, and a, b € Z,".
— Non-degeneracy: e(g, g) # 1 for a random generator g € G,.
— Computablity: e(u, v) can be efficiently computed for all u, v € G;.

The security of our scheme is based on a complexity assumption called the
truncated decision g-augmented bilinear Diffie-Hellman exponent (g-ABDHE)
assumption proposed by Gentry in [10]. Let ¢ = g(k) be a polynomial. The truncated

decision g-ABDHE problem is defined as follows: Given (g, g% ....g% .g.&“" )

€ G,"” and an element T € G,, where g and g be generators of G and & be a random

element in Z,,*, decide whetherT =e(g, g')”q+l or T is a random element of G,. Let A
be a probabilistic algorithm against the truncated decision g-ABDHE problem. The

advantage of the algorithm A in solving the truncated decision g-ABDHE problem is
defined to be

Pr{A(g,8%....8" 8.8 ,e(g.g)™ =1}

—Pr{A(g,8%,....8" g, """ . T)=1).

Definition 1. We say that the truncated decision (¢, & q)-ABDHE assumption holds in
(G, Gy) if no r-time algorithm has advantage at least £ over random guessing in
solving the truncated decision g-ABDHE problem in (G, Gy).

3 Definitions of Forward-Secure Identity-Based Encryption

Our definitions of FS-IBE generalize the standard notions of IBE, similar to the way
in [6] where the definitions of FS-PKE generalize the standard notions of PKE.
Similar definitions of forward security for HIBE can be found in [13].

Definition 2. A forward-secure identity-based encryption (FS-IBE) scheme is a 5-
tuple of PPT algorithms (Setup, KeyGen, KeyUpd, Enc, Dec) such that:

— Setup takes as input a security parameter 1* and the total number of time periods
N. Tt returns the system public parameters params and the PKG’s master key msk
that is kept secret. Usually, this algorithm is performed by a PKG.

— KeyGen takes as input params, msk, and a user’s identity id. It returns the user’s
initial private key SK 0. Usually, this algorithm is also performed by a PKG.

— KeyUpd takes as input params, an index i€ [0, N-1) of the current time period,
and the associated private key SKj,;. It returns a private key SK;;;,; for the time
period i+1.
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— Enc takes as input params, an identity id, an index i€ [0, N) of the current time
period, and a message M. It returns a ciphertext C for the time period i.

— Dec takes as input params, an index i€ [0, N) of the current time period, a private
key SK,4;, and a ciphertext C. It returns a message M or L if C is invalid.

Definition 3. A FS-IBE scheme is said to be (¢, g, 4, £)-FS-ID-CCA secure if for any
t-time adversary that makes at most g; key extraction queries and at most g,
decryption queries has advantage at most £ in the following game:

— Setup. The challenger runs Sefup to generate params and msk. It gives the
adversary params and keeps msk to itself.

— Phase 1. The adversary issues a series of key extraction queries and decryption
queries adaptively. The challenger responds as follows:

* On key extraction query <id, i> where i€ [0, N), the challenger runs algorithm
KeyGen to generate the initial private key SK; for the identity id, then runs
algorithm KeyUpd recursively to derive the private key SK,; for the time
period i. Finally, it returns the key SK,; to the adversary.

* On decryption query <id, i, C>, the challenger first generates the private key
SK4; as above, then runs Dec to decrypt C using SK;;; and returns the resulting
plaintext to the adversary.

— Challenge. Once the adversary decides that Phase 1 is over, it outputs an identity
id", a time period ", and two equal length plaintexts M, and M, on which it
wishes to be challenged. The constraint is that no private key query has been
issued for the identity id" for any time period 0 < j <i". The challenger chooses a
random bit » € {0, 1}, and sets C = Enc(params, id, i, M,). It sends C as the
challenge ciphertext to the adversary.

— Phase 2. The adversary issues more private key queries and decryption queries.
The constraint is that <id', j> where 0 < j <" is not a subject of the private key
queries, and <id', i", C"> is not a subject of the decryption queries.

— Guess. Finally, the adversary outputs a guess b € {0, 1} and wins the game if b =
b'. The advantage of the adversary is defined to be [Pr[b = b ] - 1/2.

4 A New FS-IBE Scheme

In this section, we present a new FS-IBE scheme which is FS-ID-CCA secure in the
standard model. Our scheme is constructed from the IBE scheme proposed by Gentry
[10] and the HIBE scheme proposed by Boneh, Boyen and Goh [4].

To update the users’ private keys, we take a labeled full binary tree as the key
evolving-tree. To do so, we associate the time periods with all nodes of the binary
tree. Assume that the total number of time periods N < 2™*'-1, this binary tree has
depth [. For an identity id, let idla” denote the node associated with the time period
ie [0, N), we associate the time periods with all nodes of the binary tree according to a
pre-order traversal as follows:
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— Set idl ” to be the root node of the tree (i.e., idl&d” = id|¢).

— Ifidldd” is an internal node then idl&™" = idl”0;

— Else if idl@” is a leaf node and i < N-1 then idl@™" = idlw1, where @ is the
longest binary string such that @0 a prefix of @”.

Moreover, the private key SK;,; for a given time period i consists of the secret key
for the node idle” (which is acted as the decryption key in the time period i) and the
secret keys for all right siblings of the nodes on the path from the root to the node
idl” (which are used to update the private key from SKj;; to SK;4;,; at the beginning
of the time period i+1).

For simplification, we assume that the identities in our FS-IBE scheme are
elements in Z,,*. Of course, we can extend our scheme to identities over {0, 1} by
first hashing the identities into elements in Z,,* using a collision resistant hash function
H: {0, 1}* - Zp*. Let G, and G, be two groups of prime order p, and let e: G; X G; —
G, be a bilinear map. Our scheme is described as follows:

Setup: The PKG selects a random generator g € G and a random element & € Zp*. It
sets g; = g% It furthermore randomly choose g,, hy,...,h; € G, and a hash function H
from a family of universal one-way hash functions. The system public parameters are
params = (N, g, g1, &, h1,...,h, H) and the master key is msk = «.

id
KeyGen: The PKG selects a random r;; € Z, and sets SK,,,, = (r,,,(g,8 ")) as the
initial private key for the identity id.

To simplify the description of the KeyUpd algorithm, we define an additional
algorithm as follows:

KeyExtract: On input params and the secret key sk, associated with node idl@, this

idlw
algorithm generates and outputs the secret key for nodes idla) and idlel as follows:
If idl = idl¢, this algorithm selects a random s € Z,,* and outputs

id id

kg = (114,(8,87" );’ glr’h:""’h/r) and sk, = (r,,,(g,8 ™™ ); ’hlr»glr’h:"”’h/r) :

Else, letid |lo=id | @,..o, € {0,1}% , it first parses sk, as (ap, @i, @z bis..., b)),

idlw
where
d g
_ _ Y @ \r — 0o’ — — "
a,=r,.a,=(8,8") (ghi ).a, =8 b =h ,...b=h".

k+1 1

It then selects a random s € Z,,* and outputs

k+1
sk =(ay,a, b (I h),a, 8 by Wb ),

id| 0@, k+2

where @,,, € {0,1}. Letr =r+s, itis easy to verify that

i gy

Ko, = (- (8287 ) (LA™Y g e )

Therefore, sk, is a valid secret key for the nodeid | @...@, ,, € {0,1}*"".

idlway,
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KeyUpd: To derive the private key SKM,-H for the time period i+1, this algorithm
performs as follows: If the node idle” according to the time period i is an internal
node, then run KeyExtract to generate the secret keys sk, ., and sk . for the two
child nodes of the node idl@d’, and output the private key
SK 0y = (5k sk YU(SK,, —{sk_ . }); Else if idld” is a leaf node, then

idlo"0° " Vidlo'" 1 ido

simply output SK ..., = SK,, —{sk_ . }.

idlo'"

Enc: To encrypt M € G, using id in the time period i, if i = 0, the sender selects a
random t € Z,,* and computes the ciphertext

C=(c,¢,,¢5,0,) = (M -e(g,8,) """ e(g,8)"", 8/, (hh’ ) ) € G; XG/*,

where f=H(c,,c,,c,) . Else, let the node according to the time period i to

beidlw..w, {0,1}*, this algorithm selects a random ¢ € Zp* and computes the
ciphertext

. X k
C=(c,c,y,¢5,¢,,¢5)=(M .e(g,gz)"d",e(g,g)’d",glt,(l_l;[lh,"" )',(hlhf)t)e G; XG>,

where f=H(c,c,,c;,¢,) . Notice that encryption does not require any paring
computations once e(g, g) and e(g, g,) have been pre-computed.

Dec: To decrypt the ciphertext C using SKi;, if i = 0, the receiver first parses C
as (¢,,¢,,¢;,¢,) and SKiyo as (a,,q,) , then computes = H(c,,c,,c,) and verifies

whethere(g,,c,) = e(c;, hlhﬁ ). If so, it outputs the plaintext
M =c, -e(c;,a,)-cy.

Else, let the node according to the time period i to beid | @ =id | @,...w, € {0,1}* , it

first parses C as (c,c,,¢,¢,,¢5) and sk, . as (q,,q,,a,,b;,,,...5;) , then

id 2
computes = H(c,,c,,c;,¢,) and verifies whether e(g,,c;) = e(c3,h1hzﬂ) . If so, it
outputs the plaintext

M =c, -e(c,,a,) ¢, -e(a,,c,) .
The correctness of above scheme can be checked as follows:

(1)6(81»04)26(5’1»0;)=e(81’(hlh2ﬁ)t):e(glt’hlhzﬂ)Ze(cyhlhf):e(c;’hlhf)‘

id

Q)¢ elcra)-cf =M -e(g.8) ™ -e(g/ (g.87)7)-(e(g. )" )" =M .

3)c, -elcy,a))-¢,” -e(a,,c,)”
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id

. — k .
M-e(g,g,)""" e(g (g,87)" (I h*))-(e(g,g) " )™ y

: _
(g, (ITA"))

We can prove that the above FS-IBE scheme is FS-ID-CCA secure in the standard
model. The following theorem is our result about the security of the scheme.

Theorem 1. Let g = ¢, + 1. Assume that the truncated decision (¢, & ¢g)-ABDHE
assumption holds in (Gy, G,). Then, the above FS-IBE scheme is (¢ ,& g, g,)-FS-ID-
CCA secure fort =t—0( Loy -q’ 1), where t,,, is the time required to compute the

exponent in G;.

Proof. We will write the proof of this theorem in the full version of this paper.

S Efficiency Comparison

In Table 1, we make an efficiency comparison between our scheme and the first-level
of the YFDLO04 scheme [13].

Table 1. Efficiency comparison

Parameters YFDLO04 [13] Ours

Key generation time O(log,N) O(1)

Key update time O(log,N) O(1)
Encryption time O(logyN) 0(1)~0(log,N)
Decryption time O(log,N) O(1)
Ciphertext length O(log,N) O(1)
Public key length O(log,N) O(log,N)
Private key length O(og,N) O(log,N)

From the table, we can see that the time required for key generation, key update
and decryption, and the length of ciphertext in our scheme are independent on the
total number of time periods N. At the same time, the dependency of these
performance parameters of the YFDLO04 scheme on the total number of time periods
N is poly-logarithmic. The ciphertext in our scheme consists of only four or five
group elements and the decryption requires only three or four pairing operations.
Furthermore, the security of our scheme is hold in the standard model while the
security of the YFDLO04 scheme is proved only in the random oracle model.
Therefore, our FS-IBE scheme is much more efficient and practical than the first-level
of the YFDL04 scheme.

6 Conclusion

In this paper, we proposed a new FS-IBE scheme which is secure in the standard
model. In our scheme, some of main efficiency parameters are independent on the
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total number of time periods. What is worth mentioning is that the ciphertext in our
scheme consists of only four or five group elements and the decryption requires only
three or four pairing operations. When compared with the existing scheme, our
FS-IBE scheme is much more efficient and practical.
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Abstract. In this paper, we studied the Kolmogorov and the linear widths on
the generalized Besov classes B in the norm of [ in the Monte Carlo
setting. Applying the discretization technique and some properties of pseudo-s-
scale, we determined the exact asymptotic orders of the Kolmogorov and the
linear widths for certain values of the parameters p, g, 6.

Keywords: Kolmogorov width, linear width, generalized Besov class, Monte
Carlo methods.

1 Introduction

The theory of information-based complexity has created notions and tools to
understand the efficiency issues both for deterministic and Monte Carlo methods.
This way some comparison between the deterministic and the Monte Carlo settings
becomes possible. What is the superiority of Monte Carlo methods compared with
deterministic methods, i.e., can it be of help to involve chance, randomness into
numerical processes, and if yes, in which situations is this advisable? The first results
about the analysis of efficiency of randomized(Monte Carlo) methods were due to
Bakhvalov [1] in 1959, while an intensive wider research started only after the theory
of information-based complexity [2] was established. For the general background on
the theory of information-based complexity, we can refer to Traub, Wasilkowski,
Wo'zniakowski [2].

Recently many authors have investigated the complexity of problems on function
approximation,quadrature formulae, approximate solutions of differential and integral
equations [2—10] in the randomized setting. In particular, Novak [10], Math’e [8, 9]
and Heinrich [5, 6] studied the approximation problems on the classical multivariate
Sobolev space W;([O,l]" ) in the norm of Lq([O,l]"), 1 < p, g < o by different

methods in the deterministic and the Monte Carlo settings.From the point of view of
approximation efficiency, the randomized methods lead to considerably better rates
than those of the deterministic ones in many cases. The detailed analysis can be found
in Heinrich [5] and Math'e [9]. In [11, 12], we also studied the approximation
problems on the Sobolev classes with bounded mixed derivative in the Monte Carlo
setting.
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It is well-known that the Besov classes of functions also play an important role in
the approximation theory and other mathematical fields. For the approximation
characteristics of the classes, many researchers have devoted their efforts to the classes
and obtained many meaningful results. For more information, we can refer to [13—16]
and the references therein. In 1994, N.N. Pustovoitov [17] introduced a function class
H ;) (Td ) . He first used a standard function Q(r) , a prototype of which is

Q@)=t"=t--1" asa majorant function for the mixed modulus of smoothness of

order [ of functions fel, instead of the standard function ¢ and obtained the
estimates of best approximations of classes Hj’ with some special Qt,,....t1,) - In
1997, Wang heping [18] introduced the Besov classes Bffﬂ (TY) by means of Q).
i.e., an extension of the Besov classes Sq’ H(T" ), which was introduced first by

Amanov [19] and gave the asymptotic estimates for Kolmogorov n-widths of the
classes under the condition Qt)=w(t,...t;) » where @(t)e ‘I’j (i.e.,univariate

function). In [20, 21], Stasyuk and Fedunyk studied the Kolmogorov and the linear
widths of B;’ ,(T") for some values of parameters p, g, 0, respectively. In addition, in

[22] the author also considered the best m-term approximation on generalized Besov
classes and gave the asymptotic estimates for some values parameters p, ¢, 0.
However, the behavior of these approximate characteristics in the Monte Carlo setting
is still open. At this point, it is suitable to indicate a fact which, in the author’s opinion,
is of interest in studying the problems of approximation of the classes Bl?ﬂ (T") in the

Monte Carlo setting. In the present paper, we investigated the estimates exact in order
for the Kolmogorov and the linear widths in the Monte Carlo setting.

2  Preliminary and Main Result

Let X, Y be Banach spaces. L(X, Y ) denotes the set of all bounded linear operators
from X to Y . Let S be a continuous(possibly nonlinear) operator from a closed
bounded subset X of a Banach space X to a Banach space Y . Here, we assume that

X, =B, is the unit ball of X, and § is an operator mapping the data to the exact
solution of the problem. We seek to approximate S by mappings of the form u = ¢ ° N,

where
N:X,>R";9:N(X,)—>7Y.

N and ¢ describe a numerical method. ¢(N(f)) is the outcome of the numerical
operations performed on N(f) in order to obtain an approximation to S(f). According
to the properties of N and ¢, we pay our attention to the following classes of methods.

For fixed k € N, a rule u:X,—-Y of the form u = ¢°N is said to be a

Kolmogorov method,if the information operator N is an arbitrary mapping from X,

toR*and ¢ extends to a linear mapping from R* to Y and a linear method, if the
information operator N is the restriction of a continuous linear mapping from X to
R* and ¢ extends to a linear mapping from R* to Y.
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Let D, (X,,Y),A (X,,Y) denote the sets of all Kolmogorov, linear methods

which have cardinality equal to k, and put
D"(X,.Y):= kLZJO D(X,,Y ;2" (X,,Y) = kLZJOAk(XO,Y) ,
such that
D(X,,¥)= U D" (X, YUK, ¥) = U 2(X,.)

give rise to the respective classes of Kolmogorov and linear methods. Note that we
will denote by 9n(x,,y) any of the classes of Kolmogorov and linear methods in this

paper.

Now we pass to the randomized setting, or Monte Carlo methods. As compared to
deterministic procedures, the randomized methods, and hence also the approximation
results, depend on chance, or on a random parameter. We assume that both x = and Y

are equipped with their respective Borel o-algebras B(X ) and B(Y ), ie., the o-

algebras generated by the open sets.
Definition 1. Given a class of methods 9n(x,,y), a triple P ([Q,F,P],u,k)

is called an 9 -Monte Carlo method, if
(1) [QQF, P] is a probability space.
2 u:Q— M(X,,Y) is such that the mapping & : X, XQ—>Y, defined by
O(f, @) =) f), f € X, we Q,
is product measurable into ¥ and the set {(u(@))(f),f€ X,,we Q} is a separable

subsetin Y .
(3) The cardinality function k : @ — N is a measurable natural number, for which

u, =u(@)e M (X,,Y),we Q.
The Monte Carlo error is defined as

e(S,Py) = sup{(jﬂll S(f)—u,(f) IIf,dP(a)))”z,f e X,}.
The cardinality of a Monte Carlo method P, is defined through the cardinality
function k as
MC-card(P,, ) = [ k(@)dP(@).
The n-th Monte Carlo error is defined as
e’ (S,9M, X,Y) =inf{e(S,P,,), MC-card(P,,)<n—1}.

If we take the specific class of methods as o in the Monte Carlo setting, we can
obtain the following pseudo-s-scales ,respectively

d¥e (S,X,Y)=e"(S,D,X,Y);a" (S, X,Y)=e" (S, X,Y).
Let R be the Euclidean space with dimension d. Denote by [, (T"), 1<g< e,

the Lebesgue space of g-th powers integrable functions defined on the d-dimensional
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torus 79 :=[0,27)¢, which are 2z-periodic with respect to each variable with the
usual norm || - ||q.

In what follows, we assume that functions £ (x) belong to the space

LT)={f:fe Lq(Td),f”f(x)dxj =0,j=1,...,d}.
For fe L)(T"). we set

Q'(f,0), =supll AL f (D),

|hl<t
where | e Z, is a fixed positive integer, t=(t,...,1,)20 (i.e.,;/_z() ,ji=1...,4d),
h=(h,...,h), hI=(h|,....lh 1), and |hI<t means lh <1, ,j=1...,d
At last,

AL f) =4 (A (A F (X)),

d

where
! (1
Aiq,if(x) = Z(_I)FJ (jjf(xl’---’xil,xi + jhi’xi+l""’xd)’i = L---,d-
j=0

As we know, Q'(f 1), is the order / modulus of smoothness in L, (T%) norm (of
mixed type). In order to give the definition of the generalized Besov spaces
ij ,(T) , we need the following some definitions given by Wang heping in [18].
Definition 2. Let ¢:R’ — R _=[0,o) be a non-negative function defined on
Rf ={(x5..,x,) 1 x; 20, j=1,...,d}. We say that ¢(1)e @, if it satisfies
(1) #(0)=0,¢(t) >0 forany re R{,t>0 (ie.t;>0 ,j=1,...,d);

(2)¢(¢) is continuous;

(3)¢(¢) is almost increasing, i.e., for any two points 7,7 € Rf and
OSIST(i.e.,OStj STj,j= 1,...,d),wehave@d(t) < Cp(7), where C>1isa
constant independent of f;

(4) forany n:=(n,...,n,)e Zf

d 1
¢(n1t,,...,ndtd)SC(Hnj] B(t,,...1,),

where [ > 1 is a fixed positive integer and C > 0 is a constant independent of 72 and 7.
Definition 3. Let ¢(r) be a non-negative function defined on R? which satisfies
conditions (1), (2) in Definition 2. We say that @(t)e S : provided that there exists a

vector @ =(,...,a,) >0 suchthat @(t)t”“ is almost increasing.
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It is easy to see that in this definition we can always assume O<a<l1
(ie.,0< a;<lj=1....d ) without loss of generality. Throughout this paper, the

capital letter C has different values in different places.

Definition 4. Let ¢(r) be a non-negative function defined on R satisfying (1),(2) in
Definition 2. We say that ¢(r)e Sz if there exist y= (Wysees?y) such that
0< 7, < l,j=1,...,d and a constant C > 0 such that for any two points 0 <t <7
it always holds

p(" ™ > Cop(ryr .
Denote W, =¥" =¥, NSNS, . The generalized Besov spaces Bﬁ ,(T) are
defined as follows. Lete, :={L,...,d},e Ce,. If e={j,..., j,}, J; <...< J,.

then we write £ := (55t ) ,(tg,l;') = (Z,...,E), where Zzti for i€ e,
ZZI for i€ ;=€d\e.
Definition 5. For Q(1)e ¥, , we write fe B7,(T*) if it satisfies
(1) fe L, (T"):;
(2) for any non-empty e C e,
16

27 2z Q (ft)p ﬂ 0. ]1<f <
I Io Q1) g% ST

and
Q" (f.t D
sup— <oo0,6 = oo,
>0 Q(t°,1%)
where
1° e — 1 e .
Q (f,t )p _|:l|l<lt) IIAP(f,x)Ilp,h .—(hj],...,hjm),
A;e(f,x):Aill_m’jm(Azm’jm "'Ai,jl,ﬁf(""le""’xjm"")"')'

We define

0 1o
. 2r p21 Q (f t) dtj
llfllgf}_g(r")'zllfllp+z Io Io Sﬂ OW < o0,f =00, l]_[t_ 18 <o,
eCe, > ce bj
and
Q" (f.19),
1 W o =N, 43 sUp——=— <00, = oo,

ece, 1°>0 Q( t° le)
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It was not difficult to verify that the generalized Besov spaces Bi‘e (T?) with the

above norm are complete. In this paper, we mainly considered the case
Qty=w(,...t)) where w(t)e ‘Pl for some ¢ . For convenience, we suppressed the

domain T in the notation below.

In this paper, we used the notations < and ~ . For two sequence {q,} _, and

{b,},.y of positive real numbers, we wrote g < b, provided that g <cb for
certain ¢ > (. If furthermore, also b <a,, then we wrote a, ~ bn .

Now we are in a position to state the main result of this paper.
Theorem 1. Let Q(r)= o,...t,) where @(t)e ‘I’; for some ¢ . Then for any

natural numbers M and 7 such that M ~ 2"n¢™" , we have

dy (I,B},,L)~ay (I,B},, L)~

@2 p IO L < g <2< p<oo,2< O <L 00, > 0
(27" yp' e 2<q<p<o2<0<o0,a>0;

~< @22 1< p<g<2,1<0<q,a>1/p-1/gq;
(272" 1< p<2<g<e0,1<0<2,a>1/ p;

@2 yp O L < p<g<0,2< 0L 0, >1/2.

For the proof of Theorm 1, by Maiorov’s discretization technique, we can obtain
the main result along the same line as in the work by Fang and the author [11]. Here
we omit the its details. Comparing Theorem 1 with the deterministic corresponding
approximation characters obtained by Wang [18], Stasyuk[20] and Fedunyk[21], we
can observe that for linear width Monte Carlo methods lead to considerably better

rates than deterministic methods for p < gand 2< g <oo.
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Abstract. In this paper the authors consider the existence of the solution to the
initial boundary value problem for a class of generalized Zakharov equations
and prove the global existence of the generalized solution to the problem by a
priori integral estimates and Galerkin method.

Keywords: Zakharov equations, generalized Zakharov equations, Initial boundary
value problem, Generalized solution.

1 Introduction

The Zakharov equations, derived by Zakharov in 1972 [1], describes the propagation
of Langmuir waves in an unmagnetized plasma. The usual Zakharov system defined

. . I .
in space time R“*'is given by

iE, + AE = nE, (1.1)
n,—An=AIEFl, (1.2)

where E : R" — C“is the slowly varying amplitude of the high-frequency electric

field, and n: R"" — R denotes the fluctuation of the ion-density from its equilibrium.

In the past decades, the Zakharov system was studied by many authors [2-7]. In
[4], B. Guo, J. Zhang and X. Pu established globally in time existence and uniqueness
of smooth solution for a generalized Zakharov equation in two dimensional case for
small initial data, and proved global existence of smooth solution in one spatial
dimension without any small assumption for initial data. Linares F. and Matheus C.[5]
obtained global well-posedness results for the initial-value problem associated to the
ID Zakharov-Rubenchik system, and the results are sharp in some situations by
proving ill-posedness results otherwise. In [6], Linares F. and Saut JC. proved that the
Cauchy problem for the three-dimensional Zakharov-Kuznetsov equation is locally

well-posed for data in H’ (R?),s > % .If0< p <4, the existence and uniqueness of the
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global classical solution for a generalized Zakharov equation were obtained in [7].
The nonlinear Schrodinger limit of the Zakharov equation was discussed in [8-9].

In this paper, we are interested in studying the following generalized Zakharov
systems.

iE, +E_—nEg'(IxI)=0, (1.3)

n+e, =0, xe(0,a) (1.4)

o, +Bp+n+g(EF)=0, >0 (1.5)

E -oE|l _=0,E +a,El_ =0, «,0,20,t20 (1.6)
nl_,=nl_=¢l_=pl_=0, 120 (1.7)
El_y=E,(x),nl_y=n,(x), ¢l _,=¢,(x), xe(0,a) (1.8)

We mainly consider the existence of the Generalized solution to the system.
For the sake of convenience of the following contexts, we set some notations.

For1<g<e , we denote L'(0,a) the space of all g times integrable functions in

(0,a) equipped with norm |-l or simplyll-ll , and H*"(0,a) the Sobolev space

L7 (0,a)
with norm |I-|IH‘,,,<0 o If p=2, we write H (0,a) instead of H**(0,a) .
Let(f,g)= I(? f(x)-g(x)dx, where g(x)denotes the complex conjugate function of
g(x). General constant C depends on initial value data. Now we state the main
results of the paper.

Theorem 1. Suppose that
(1) g(s)e C',5e[0,0), and | g(s)I< As™ +B. A,B>0, §>0;
) E,(x)e H'(0,a), n,(x)e [*(0,a), ¢,(x)e H'(0,a).

Then there exists a global generalized solution of the initial boundary value problem
(1.3)-(1.8),

E(ene LO.T;H O.a) W07 H 0.a )¢ (©)
n(x.ne L O.T5 L O.a) W20, H (0.0)
p(x.0e L O.T:H' 0.0 W 0.1 L0,ap1CH ()

The paper is organized as follows: In section 2, we make a priori estimates of the
problem (1.3)-(1.8). In section 3, we obtain the existence of the global Generalized
solution of the problem (1.3)-(1.8) by Galerkin method.

2 A Priori Estimations of Problem (1.3)-(1.8)

Lemma 1. Suppose that E,(x) € I’ (0,a), g(s)e C'. Then forthe solution of problem
(1.3)-(1.8) we have
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| ECl g, =l Bl

I (0,a) (0.a) °

Proof. Taking the inner product of (1.3) and E , it follows that

(E +E_—nEg'(IEV),E)=0, (2.1
since
, 1d, ., PN
Im(zEt,E)zagﬂ A, Im(-nEg’(EF),E)=0,
t

Im(E,,E) = Im(EXE - EXEde)

Im(E, (a,0)E(a,t)— E,(0,0)E(0,1))

Im (-, | E(a,t) o4 | EQO,) ) =0
hence from (2.1) we get

d
_" E(atu 22 =O9
dt £
i.e.

| EGA A By
Lemma 2. (Sobolev's estimations) Assume that ue L'(Q), D"ue L'(Q), 1<q,

r<eo, 0<j<m, QcR", we have the estimations

| D/l , , <A DM N

' (Q) Q)’
Where C is a positive constant, 0 < # <a<l,
1 =i+o{l—ﬂ)+(1—a)l .
p n ron q
Lemma 3. Suppose that the conditions of Lemma 1 are satisfied, and assume that
(1) 1g(s)I<As* 2 +B, A,B>0,5>0.
(2) E,(x)e H'(0,a), ny(x)e L’(0,a), ¢,(x)e H'(0,a).

Then we have

| A

Proof. Taking the inner products of (1.3) and E, ,
it follows that

<
H'(O,a)xL”"(O,T)-'H L Lz(o,a)xU”(o,T)-H 9“ H'(0,a)xL”(0,T) — Cl'

(iE, +E, -nEg’ (| EV),E,)=0 (2.2)

Since
Re(iE,, E,)=0,
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Re(E, ,E,) =Re(EXE, b EXEX,dx)

=Re(E, (a.1)E,(a,1)- E,(0,1)E,(0,1)) - d%u EJ?,

1
2

1 d ) , d )
=——|ao,—IE(a,t)I" +a | EQ0,0)I” +—| E| -,
2( v B@nt e LEQOF+ JL)

’ 2 _ e, 2 2 _ 1pa d 2
Re(-nEg’(IE| ),15,)_—5j0 SUEP)IEP dx——EJ.O n8(El )dax

_1d e , 1 a )
== Jo e E] )dx+5j0 n.g(I E P)dx

1d ¢a 1 o dx
=—55J.0ng(|E|2)dx+EL”,(_Q_IB¢_”)
o 1d e 2 1 (a B L
== om0 EP vt~ [Co pdes 2 [T pde— [ nndx

1d a 1d B 1d
=——— TEP)dx——— o)l 2, A ol 2, ——— 42,
2dtj0ng( ) 4dtI ¥ 4I A ZdtI L

then we deduce from (2.2)

d 2 2 2 a 2 1 2 2 2
a[0:2|E(a,r)| +, |EQ0F A ENG + [ ng( | dx+l ol A rHL3]+§| ol =0. (2.3)

Letting

w(t) =, | E(a,)) P +o; |EQ,0) P 4 EJ’, +Ioung(|E|2)dx+—;|| ol A,

and noticing (2.3) we obtain
w(t) < w(0). 2.4)

On the other hand

UO ng(l E P)dx

<J A +eaER

IN
A= =

M2 +2A1 H S5 +2Ba

IN

A+ BN +c
2 AL

L

Hence from (2.4) we get

| ENZ%H o)l 2.4 Ml % <const.
Taking the inner products of (1.5) and ¢, it follows that

(¢, +Bo+n+g( EP).p)=0. 2.5)
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Since
((p,,(p)%d%ll d.. Bo.p)=A 4.
()| A ) <B+U 2 +d A< B+ dE +C,
(s0EP). )| <|s0EP| 0 dh o <1 a7 +C.

thus we deduce from (2.5)
d 2 2
A =a gl

By using Gronwall inequality we obtain

| df 2, <const.

Lemma 4. Suppose that the conditions of Lemma 3 are satisfied. Then we have

| B <c

L”(O,T:,H"(O,a))—ﬂ n" L (0.T;H™ (O,a))—’H (Dll L2 (0,T;1%(0,a)) 22

A, dd ., <C,

i Q) c22(Q)
where Q = (0,7)X(0,a).

Proof. Taking the inner products of (1.3)-( 1.5) and v, it follows that
(iE + E, —nEg'(IxI*),v) =0,
(n, +p.v)=0,
(¢, +Bp+n+g(EF),v)=0.

Where Vve H})(0,a).
We obtain from (2.6)

|(E, )| <|(E,.v,)
4 E) N v+
<d i

+‘(nEg'(| E I2),v)‘
GAED)| I A,

Hy(0.0)"
From (2.7), there is

|(n, )] =] )] =] (0,7,
We deduce from (2.8)

(@] <[(Bo.v)|+ [0+ (80 EP )

<A @A AN HeCERI W,
<d .

ool gl

Hy(0,a)"
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(2.6)
Q2.7)

2.8)

2.9

(2.10)

@2.11)
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Therefore, from (2.9),( 2.10) and (2.11), it follows that

<
| E" L (0,T;H™" (O,a))-H nll L”“(O,T;H"(O,a))_'H (ﬂ" (0,712 (0,a)) — CZ'
Let

winn) = [ B dx,
for(1.3),we have

| wl, <l E Gl A E O 4 gUEPH A &,
< C++Jaa, | E0,1)]
<C+( E) . <Const.

Fromw_ = E_,we have that w(x,?)is bounded uniformly in L~ (0,7 H* (0,a))N
W (0,T;1%(0,a)) . Hence

|E(x,1,) = E(x,1)| =l w, (x,1,) = w, (x,1,)

1

3
<Al wlx, ) =wxn )il wiet,) —wlx, gl 4,
1 1 3 (2.12)
<Clty—t, 1* supl w,C,20 %, supll w2l 1,
0<t<T 0<t<T
1
SClt,—t 1*

On the other hand, if x, > x,, we get

| E(x,,t)—E(x,,0) = U'ﬁ E, (x,t)dx‘

L L
s(j IE.(x,1) I dx)2 (ﬁdx)2
A & (2.13)
L
A E (ol T, —x P
1
<Clx,—x I?,
and the same result as above are valid for x, <ux,.
Then we deduce from (2.12) and (2.13)

11
)
E(x,H)e C*4 (0).
Moreover,

1

1
1
l ¢(~x7 tz ) - ¢)(x»t|) lS (Il ¢)(~x’ tz ) - (P(X,f,u /2-1'(()@" (/7(X, tz ) - (P(x’ t] u iz E
1 1 1
<Csupl @(x.th 2 supl @, (x.th 2 11, =1, P (2.14)
0<t<T 0<t<T

1
<Clt, -1, 12

the same argument used to obtain (2.13) now shows that
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lp(x,,1)—@(x,,1) |= U:Z o.(x, t)dx‘
1
4 ol ,1x,—xI? (2.15)
1
<Clx,—x I?

It follows from (2.14) and (2.15) that
p(x.ne CHY(Q).

3 The Existence of Global Generalized Solution for Problem
(1.3)-(1.8)

By using Galerkin method and the priori integral estimates in section 2 we have

Theorem 1. Suppose that

1_0

(1) g(s)e C',s€[0,00), and | g(s)I< As** +B.A,B>0,6>0;
) E,(x)e H'(0,a),n,(x)e 2(0,a),¢,(x)e H'(0,a).

Then there exists a global generalized solution of the initial boundary value
problem (1.3)-( 1.8),

E(x,n)e L (0,T;H'(0,a)( WA (O.T:H™' (0,a)(C** (Q),
n(x,t)e L (0,T;L*(0, a))ﬂ W (0,T;H'(0,a)),

p(x.0)e L (0,T;H' (0,a)( \W.(O.T: (0,a) ) C*(0).
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Application and Research of Virtual Reality Technique
on the Safety of Transportation of Dangerous Goods

Li Qi-Zhong

North China Institute of Science & Technology,
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Abstract. Transportation of dangerous materials is highly risky and difficult in
management. Once accident happens, it would cause great loss in lives and
properties, and bring serious social impact. The safety is the lifeline of railways
transportation, and human is the most important factor. With the application of
computer, information and network technique, it was adopted the means of Virtual
Reality (VR) to simulating the work of railway transportation of dangerous
materials. This means was provided with the trait as reality, safe, economy and
speediness, so it had important practical value.

Keywords: dangerous goods, Railway transportation, Safety, Virtual Reality,
simulation.

1 Introduction

We transport dangerous chemicals nearly 160 million tons every year by railway. There
are 2187 Dangerous Goods handling stations which include 330 stations for only
dangerous goods, 98 stations for only dangerous goods container, 64 stations for only
virulent. There are nine categories, more than 8000 kinds of dangerous goods
transportation with flammable, explosive, toxic, radioactive, corrosive and other
features. We assume the transportation of dangerous chemicals for these enterprises
such as petroleum and chemical, military and national defense, aerospace, building
materials, medicine, scientific research and education system.

Because the dangerous goods is different from ordinary, it has its own special
requirements in equipment and technology management, transport organization,
security protection and accident rescue, etc. so the practitioners of dangerous goods
transportation management will be needed higher requirements.

Considering the difficulty and dangerous of the actual operation of dangerous goods,
we lead virtual reality technology into the transportation of dangerous goods
management and the training of its practitioners, it will have a great advantage. We can
simulate the dangerous goods by computer, and operate them through the data glove,
we can also simulate a dangerous situation to deal with them, and we also use the VR
system for training through the distance network. Therefore, it has the characteristics
such as less investment, safe and reliable, repeatable by using the VR technology to
simulate of transportation of dangerous goods management and training.

Q. Zhou (Ed.): ICTMF 2011, CCIS 164, pp. 84 2011.
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The virtual world

N
Y

The VR software
K

Y

Input unit Output unit

Fig. 1. Constitution of the VR system

2 Brief Introduction of VR

The VR(Virtual Reality) is a high-tech which developed at the end of 1980s, it has
collected many essential technologies such as the computer graphics, multimedia
technical, the artificial intelligence, the man-machine connection technology, the
sensor technology, the highly parallel real-time computation technology, person's
behavior study research and so on. It is the newest and ultimate layer of the simulation
technologys; it is one front science of the world now. [1]

The VR technology’s definition may summarize as one kind of artificial simulated
environment which produces by the computer, and the environment is the
three-dimensional space which constitutes by the computer, or establishes
verisimilitude "the simulated environment" in the computer by realistic environment. It
lets the user absorbed in this environment by many kinds of special equipment, and
causes the user to produce one kind of feeling of immersing in the simulated
environment on the sense of vision, hearing, touch, taste and so many kinds of sense of
organs. Compares with the traditional man-machine interactive technology, the VR has
three most prominent characteristics: interaction, immersion and conception. And the
interaction means the participant achieving the object’s operated degree and the natural
degree of the feedback of the simulated environment by using special equipment and
the humanity's natural skill. The immersion means the real degree of the participant’s
feeling of existing in the simulated environment just like a protagonist. The conception
means the application of VR technology is enables to solve the practical question in the
project, the medicine, the military and so on. [2] It maybe makes people get sensitive
and rational cognizance from the simulated environment. And it may deepen concept,
generate fresh idea and conception, seek, explore and accept the information on its own
instead of passive acknowledgment.

A typical VR system mainly includes five constituents: the virtual world, the
computer, VR software, the input unit and the output unit (as fig.1 shows). The
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approximately process of interacting with the virtual world is: the user firstly activates
input device such as data helmet, data glove, and microphone and so on for providing
input signal to the computer. Then VR software receives input signal which sends by the
tracking device and sensor to explain, updates the database of the simulated environment,
adjusts the scene of current simulated environment, and makes the three dimensional
picture under this new viewpoint and other information such as sound, touch, feedback of
strength and so on to be transmitted immediately for the corresponding output unit such
as the helmet monitor, earphone, data glove and so on in order to make the user promptly
obtain the simulated effect on many kinds sense of organs.

3 The Research of the Application of VR in the Railway Safe
Transportation of Dangerous Goods

3.1 Brief Application of VR

Railway safe transportation of dangerous goods in VR is using current computer
technology, information and network technology. By using VR methods, we can
simulate and emulate the on-site operations of transportation of dangerous goods. It is
based VR, comprehensively use multimedia such as graphics, images, animations and
sound to simulate the actual situation. Combined with the remote control technology,
people can work by staying away from dangerous workplaces. The system is known as
a virtual remote operating system. Through the system, the operator can use the
traditional mechanical equipment to operate away from the job site.

3.2 System Architecture

Generally, a virtual remote operating system is divided into four parts: man-machine
interface systems, image processing and calibration systems, on-site operating system,
virtual simulation system.

The image processing system and the virtual simulation system is the key part of the
remote operating system, and it is the main work of the system design. There are many
ways to get a virtual three-dimensional image from the current methods which people
mastering. For the virtual remote operating system, the key part of image processing
and virtual simulation is how to get synchronized with the on-site changes in a virtual
environment. Namely, it is a question of solving the communication and control delay
of the virtual environment and job-site.

To solve the problem, the system uses the organic integration of “virtual” and
“reality” to achieve synchronized results. The specific method is: through the model to
establish a framework for virtual simulation environment, using live video images and
simulation environment for video integration and synthesis of a virtual simulation
environment. The virtual simulation environment will give a real-time feedback to the
operator under the control instructions, while the remote operation machinery will have
same and Synchronization action under the control instructions, repeating the results of
simulation environment, and feedback the results into the virtual environment to reduce
the synchronization error.
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3.3 The Program of the System Implementation

Virtual remote operating system is not only a complex system but also involve a large
number of new technical theories. So it is necessary to emulate the program of the
system’s design, to research and explore the technical theories, such as virtual
environments, remote control, man-machine interface.

According to the characteristics of the railway freight yard, we can determine the
composition of virtual simulation system experiment as follows:

(1) Job field. We can produce the model railroad freight yard in proportion. The
model consists of sites, buildings, goods, operating machinery, etc. The operating
machinery is the focus of the experiment simulation. We select the forklift as the
operating machinery, because the forklift is a very typical material of handling
machinery, while its movements and actions is relatively simple, and easy to control.

(2) Computer hardware. It include three-dimensional graphics processing system
and human-computer interaction devices, such as 3D accelerator card, head-mounted
display, space ball, data glove, mouse, keyboard, control and communications
interfaces.

(3) Software environment. Use World Toolkit (WTK) as a simulation engine for
the whole system, and use Visual C++ to develop the integrated simulation
environment and control procedures.

3.4 Establishment of Virtual Simulation Scenarios

3.4.1 Modeling the Operating Mechanical

(1) Geometric mode

From the point of view of the structure is relatively simple and has the typical
representation, forklift was a more appropriate operating machinery. The typical
forklift consists of four parts: the body, working device, driving device and the power.
Working device includes door, forks, tilt cylinders, lifting cylinders, chain pulley
blocks and drive devices. The driving devices include chassis, wheels, transmission,
etc. When it is working the driving device to complete the function of walking and
transportation, the work unit implements the task of handling and stacking. According
to the need of simulation and control, simplify the structure of forklift. All kinds of
power plants use the motor drive, and set drive motor on the wheels, doors and fork
respectively. Through the control of motor, it completes the driving, steering, extract,
and stacking and other moves.

We use ordinary three-dimensional modeling software to establish the model of
forklift, and transform it into the file format, such as “.wrl” file which can be
recognized by the simulation software WTK.

(2) Kinematical model

The body, doors and fork of a forklift compose a chain of movement by the order of
succession. The spatial location of each component not only with relate to its own
movement, but also to the “dependency” components and the spatial location of the
body. In order to describe the interdependence and interaction of the movement relation
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of the components, we use the global coordinates, the body coordinates and the
possession coordinates to describe the movement of forklift. As shown in Figure 2, its
coordinates are: body coordinate system x0y0z0O, possessed coordinates x1lylzl
(doors), possessed coordinates x2y2z2 (fork), the global coordinate system xyz.

X

Fig. 2. The coordinate system of forklift model

According to the definition of the coordinate system between the forklift models,
combined with the relative motion relationship of components, we can deduce the
graphics transformation matrix of components when they are moving. And we can
deduce the relationship between the drive motor rotation of wheels, doors, car fork and
graphics transform.

3.4.2 Virtual Scene Modeling Based on WTK

(1) Introduction of WTK

WTK (World Toolkit) is a virtual environment application development toolkit which
provided by the Sense8 company of the United States. Through a plug-in platform, they
provide users with a complete three-dimensional virtual environment for interactive
development platform. WTK provides users with more than 1000 library functions
which include device drivers and compiled the C language. And the function can be
directly called by C/C++ program. At the same time, WTK can provide users with
high-level application development interface by the underlying OpenGL graphics
functions. In C/C++ language integrated environment, users can easily take WTK as
external library and directly embed in their own applications, to develop
three-dimensional virtual environment application.

(2) Construction of WTK virtual environment

The way of constructing the virtual environment with WTK is: in C++ software
development platform, call WTK related function, use the object's geometric model to
composite a scene graph by the relationship between each scene. And add texture and
light on the scene and so on. Then they are unified managed by simulation management
program and acting under all kinds of operating instructions of users.
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WTK organize the virtual environment in accordance with object-oriented, its main
classes include: Universe, Geometry, Object, Polygon, Vertex, Path, Sensor,
Viewpoint, Light, Node, Portal, Animation and so on. From the class hierarchy view,
Universe is the most senior class and its function is equivalent to a container which can
accommodate a variety of objects to form a variety of scene.

The virtual environment which created by WTK is constituted by one or more
Universe, while the various kinds objects and nodes which provided by WTK is
constituted by a certain hierarchy relation. Thus, the focus of virtual environment
modeling under WTK platform is how to establish the scene which based on WTK and
meet the user’s needs. In WTK, the basic unit of the scene is the Node, each scene graph
is a collection of a number of points of order, and its structure is equivalent to a
top-down inverted trees. The node which constitute a scene graph include: Geometry
Node, Light Node, Fog Node, Transform Node, Group Node and so on., they describe
the entire virtual environment together.

When we establish the 3D geometry model of the virtual object, we can use the
three-dimensional modeling capabilities of WTK. We can also use other
three-dimensional modeling software. WTK supports multiple file formats input.

(3) Construction and assembly of the virtual environment scene tree

Railway freight yard scene is composed with fixed objects moving objects. Fixed
objects include: freight yard background, terrain, ground buildings and other fixed
facilities. Moving objects include: operating machinery (forklifts), the goods to be
handling and other operating machinery. Through the WTK organization in the scene
and the characteristics of the railway freight yard, we establish the structure of the
scene, as shown in Figure 3.
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Fig. 3. The virtual simulation scene of railway job field

In the scene graph in Figure 3, the group node can be connected to multiple group
nodes. We can also establish the inheritance child nodes by hierarchical model. The
group node “forklift” can be created multi-level child node. The child nodes have their
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own controlled independence movement, while they also inherit the motion
characteristics of the parent node. Thus, in the simulation environment, we can
complete various control of the job machinery and its moving parts.

(4)The assembly of scene graph

It may load geometry file of each object in the scene by the WTK function
WTnode_load or WTmovenode_load. And the scene tree loads the scene sub-tree with
the composition of the scene. The parent node is appointed to adopt the loading
methods in the parameters of the function. Assembling all objects in the scene, we can
get a complete scene graph finally. As core equipment and control objects in
simulation, the forklift can be seen as an independent object in the scene graph when it
link with other parts of the scene. But it is also a mobile node which is composed with a
large number of moving parts and structural parts. In order to ensure the virtual forklift
truck moving synchronized with the actual, we must strictly to calculate the
transformation matrix when loading the geometry nodes to do forklift assembly. And
determine the correct position of the components in the space.

3.5 The Conclusion of Application and Research

The site of the operation for the virtual simulation experiment is a 1000mm x 1000mm
bench, and the simulation is a simple on-site rail operations. The yard include forklifts,
obstructions, goods, construction and other physical model, they are produced scaled.
The initial position of all objects in the yard is correspondence with the virtual scene.
Through determining the speed of the forklift truck model’s wheel drive motor, door
drive motor, fork drive motor and the actual one’s speed, we can get correspondence
between the virtual motor and the actual, and make the forklift truck models and the
actual have synchronized movements.

In the course of simulation, we can use the space ball as space navigation tool of
view, and track people's horizons. The operator see the three-dimensional simulation
images on a computer screen through head-mounted display to obtain the experimental
information of the operating table, use the keyboard and data glove to control the
movement and loading and unloading operations.

4 Conclusions

The virtual reality modeling and simulation of rail transport of dangerous goods of is
the concrete application of virtual reality technology, it simulates a audio-visual space
for the rail transport of dangerous goods safety. It can make the user learning and
training efficient in the virtual environment. At the same time, users can remotely train
in different locations, breaking the constraints of previous training time and space. The
development and putting into use of the system will give benefit to management of
dangerous goods and the training for field operations staff, thus to improve the level of
railway transport safety.
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Abstract. Recently support vector machines based intrusion detection
methods are increasingly being researched because it can detect un-
known attacks. But solving a support vector machine problem is a typical
quadratic optimization problem, which is influenced by the number of
training samples. Due to GPU’s high performance in parallel comput-
ing, this paper proposes a Euclidean distance based reduction algorithm
developed on GPU platform, which is called GPU-RSVM, to eliminate
samples that have less effect on building SVM classifier. Experiment re-
sults show that the time of reduction process can decrease significantly.
With optimal reduction ratio, the overall performance of the intrusion
detection classifier based on the proposed GPU-RSVM algorithm is bet-
ter than that based on LIBSVM algorithm.

Keywords: Intrusion Detection System, Support Vector Machines, data
reduction, GPU.

1 Introduction

With the increase of network and computer security events, intrusion detection
system (IDS) becomes an important part in security detecting system. Accord-
ing to the difference of detection technology, IDS can be classified into misuse
detection and anomaly detection [I]. Machine learning-based intrusion detec-
tion approaches belong to the latter one. Since it can identify both known and
unknown attack activities, it has been widely researched in recent years.
Support vector machines (SVMs), proposed by Vladimir.N, is an approach
of machine learning and has been seen as a powerful tool for solving intrusion
detection classification problems in the latest few years. Huang HP proposed a
SVM based intrusion detection system and found it could achieve better perfor-
mance than ANN (Artificial Neural Network) based IDS [2]. Yu J applied MIB
and SVM to implement effectively detection on traffic flooding attack [3]. Song
used clustering and one-class unsupervised SVM for intrusion detection, and
experiments result proved its method can detect unknown attacks effectively [4].
But solving SVM problem would require calculating a quadratic programming
(QP) problem whose memory and time complexity requirement increases as a
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function of %, where [ is the number of samples [5]. Consequently, for large-
scale network intrusion detection problem, when [ increases, the computation
consuming of using SVM would be too costly to practise.

In this paper, a Euclidean distance based reduction algorithm is proposed
to speed up SVM training, and GPU (Graphics Processing Unit) is utilized to
reduce the time complexity in samples reduction period. The paper is organized
as follows. In section 2, SVM theory and the reduction algorithm is preliminarily
described. In section 3, the GPU-based reduction algorithm is introduced. In sec-
tion 4, experiment results on KDD’99 intrusion detection dataset are described.
Finally, conclusions are given in section 5.

2 Related Background

2.1 Support Vector Machine

Given training sample (z1,v1),...,(71,31), * € R,y € {+1,—1}, [ is the
number of training sample, d is the dimension of the sample feature, x =
{z1,29,...,24}, 1 is the class label.

According to the SVM theory [6],[7], there is an optimal hyperplane (decision
boundary), which classify two-class samples with maximum distance, see Fig[ll
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Fig. 1. Optimal hyperplane and support vectors of SVM

In order to obtain this hyperplane, according to Wolfe dual theory, SVM solves
the following quadratic optimization problem:

1 1 J
max W(a) = ; =, lgl asoyyi Y K (xs, x4) (1)
l
s.t. Zyiai =0,0<as<C,1=1,2,---,1
i=1
Where C' is a penalty coefficient, o; are the Lagrange multipliers. Accord-
ing to the Karush-Kuhn-Tucker (KKT) conditions, the samples that yield cor-
responding «y, > 0 are called support vectors (SVs). Support vectors, which
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are near the optimal hyperplane, locate on the class boundary of each class.
In Figlll SVs are those samples which are surrounded by hollow circular. The
support vector machine classifier is determined by the set of support vectors.
K(zi,25) = ¢(1) - ¢(x5) is the kernel function. The common kernels are linear
kernel, polynomial kernel, and radial basis function (RBF) kernels.

By solving the quadratic optimization problem, the decision function is:

!
) = sgaf 3"t Kas.a) 1} @)
i=1
In formula (@), o and b* are optimal parameters.

2.2 Eucledean Distance Based Reduced Algorithm

According to the theory of support vector machine, optimal hyperplane is only
decided by support vectors. The samples which are far from the optimal hyper-
plane can be deleted without degrading the classification effect. In this paper,
a simple reduction algorithm for linear or similarly linear separable case is pro-
posed, which is based on two facts:

1. if one sample is near the centroid of its own class, then the sample can be
deleted. This kind of samples are called periapsises.

2. if one sample is far from the centroid of another class, then the sample can
be deleted. This kind of samples are called apoapsises.

To find the periapsises and apoapsises, the reduction algorithm includes three
main steps, calculating the centroid of each class, calculating the distance be-
tween samples and centroids, sorting the samples by the distance.

In this algorithm, the centroid of positive class is defined as ™ = 111 >

l2
and the centroid of negative class is defined as = = l12 > x;. Here, I3, 15 is the
j=1

number of positive samples and negative samples respectively. The distance d7
from the sample z* in positive class to the centroid x ™ is:

d; = o —a* = /(7 -2 + (05 —a)? .+ (0p, -0k (3)
and the distance d* from sample x* in positive class to the centroid x~ is:

d- =2 —a~ = /@i — 27 + @ — a3 2+ ...+ (25, —wm)? (4)

In formula @]) and @), m is the dimension of the sample. The distance d:r,dl,
from some sample z in negative class to the centroid 1 and = can be calculated
in the same way.

When getting the distance between samples and centroids, sorting the pos-
itive and negative samples by the distances d?, d’i,d;r and d_ respectively in
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ascending order to generate four monotonous data sequences s? , s, s; and s_.
Then the first ¢ percent samples (periapsises) in sequence s%, s_ and the last
0 percent samples (apoapsises) in sequence si,s:r are the samples that could
be deleted respectively. Here, ¢ and 6 are the reduction coefficients. Assuming
parameter « is the sum of £ and 6. At last, there are total v percent samples that
are eliminated. The remaining (1 — ) percent samples are used to construct the
reduced SVM training dataset.

3 Intrusion Detection Classifier Based on GPU-RSVM

3.1 The GPU Based Reduction Algorithm

In 1999, NVIDIA introduced its first GPU as a specialized accelerator for 3D
graphic. With the development of CUDA (Compute Unified Device Architec-
ture), GPU began to be widely used for general-purpose computations, such as
gene squence [§], modecular dynamics [9], fluid dynamies [10].

In CUDA programing model, CPU is called host and GPU is device or co-
processor. CPU is in charge of dealing with the strong logic events and serial
computation, while GPU focuses on highly threaded parallel processing tasks.
CPU and GPU have their own memory space respectively: host memory and
device memory. Device memory includes global memory, shared memory, local
memory, and also has two additional read-only memory spaces: constant and
texture memory [II]. The program executes on the GPU is called kernel. One
kernel function takes block as execution unit. Each block includes many threads.
Kernel executes sequential program concurrently on a set of parallel threads
under SIMT (Single Instruction Multiple Threads) mode. When CUDA kernels
are invoked, CUDA threads may access data from multiple memory spaces.

Grid0O
BLOCK (0,0) BLOCK (0,1)

| Shared Memory ] [ Shared Memory |

= I |

[
=l El=

| :|('}|l.)l‘ml cmory ]

Host — :|C‘0nsmm Memory l

;:--—-:-:chxmrc Memory l

Fig. 2. Memory Hierarchies of GPU
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In the reduction algorithm described above, there are a lot of addition, sub-
straction and multiplication operations between matrixes. With CUDA threads,
these operations can be executed in parallel.

1) Distance calculation. The distance calculation between samples mainly
includes three kernel programs on GPU. The centroid compute() kernel is
used to calculate the centroid of two-class samples respectively. Second, the
vector compute() kernel is developed to compute the difference and square be-
tween the elements of vectors, such as (z7 — z;7)2. And the sum reduction()
kernel is designed to accumulate these values. In order to get high accuracy, the
system single-precision floating-point functions fadd rn() and fmul rn() are
used in these kernels.

2) Sorting Operation. Bitonic sorting method is adopted to select the peri-
apsises and apoapsises [12]. Bitonic sort is an unusual sorting algorithm designed
specially for parallel machines. The detail of bitonic sorting method is in[I3].

When designing kernel program, it is very important to assign device memo-
ries reasonably. For example, the centroid of two-class samples are used in each
time of distance calculating, so they should be assigned into the constant mem-
ory because the data transfer speed of constant memory is much faster than
global memory. Also, in sum reduction() and bitonic sort() kernel, since ker-
nel threads need to access memory frequently to do accumulation and comparison
operation, the data in computing should be loaded into shared memory firstly
till the distance calculation and bitonic sorting is done. Then these data should
be transferred to global memory for further analysis.

3.2 GPU-RSVM Intrusion Detection Classification Algorithm

The GPU based reduction SVM algorithm (GPU-RSVM) includes three parts:
SVM training data reduction, SVM based intrusion detection classification model
training and intrusion detection testing. In this proposed algorithm, SVM pat-
tern recognization method is applied to build intrusion detection classifier and
detect unknown attacks. The reduced SVM algorithm is proposed to decrease
the amount of SVM training samples to resolve complexity of time and space
in SVM modeling process without sacrificing detecting accuracy. The reduction
algorithm is implemented on GPU parallel to save the time in reduction process.

4 Experiments and Results

4.1 Dataset Description

A real world data set taken from the KDD’99 (1999 knowledge discovery and
data mining conference) intrusion detection standard dataset was used in ex-
periment [I4]. In this dataset, there are about 5 million network connection
records that including normal network connection record and four categories
attack record: DoS, R2L,U2L and Probing.

Because the size of original dataset is huge, two subsets of the original data set,
known as the ‘10percent’ dataset in KDD’99, were selected as the training dataset
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‘D41’ and testing dataset ‘T41’. Each of the dataset contains approximately
50000 records. The data are labeled as attack or normal. In these two datasets,
the normal records and attack records are mixed randomly.

4.2 Experiments and Analysis

In this section, three groups of experiments are executed. All experiments run
on a stand-alone personal computer with Pentium Dual-Core CPU running at
2.79GHz, 2G main memory and an NVIDIA GeForce GTS250 GPU which has
16 multiprocessors, 128 cores and 512MB of RAM.

1) Experiment 1. In experiment 1, the reduction algorithm runs on GPU and
CPU respectively to compare their reduction speed. Four subsets with different
size, including 1000, 5000, 20000, 49407, are taken from ‘D41’ respectively. With
the same reduction coefficients ¢ = 0.2, § = 0.2, the cost time of reduction
operation on different datasets are shown in Fig3l

[ cPu
10 6Py

The time of reduction algorithm(s)
>

1000 5000 20000 49407
The number of dataset m

Fig. 3. The time of reduction implemented on CPU vs. GPU

From the Fig[3] when the number of sample is 1000, 5000, 20000 and 49407,
the speedup ratio of GPU to CPU is 0.03, 0.73, 10.14 and 40 respectively. And
with the increase of amount of samples, the speedup ratio increases sharply.
The reason is that GPU communicates with CPU using PCI-E bus. Limited
by the I/O bandwidth, the data transfer between GPU and CPU usually is
the bottleneck in GPU+CPU collaborative work model. When the calculation
density is low, the I/O transfer time between GPU and CPU is longer than the
computing time. But with the increase of calculation density, the time consuming
in computing become longer and will cover the I/O transfer time. So GPU is
suitable for parallel computing with large amount of samples.

2) Experiment 2. Experiment 2 focuses on seeking the optimal reduction co-
efficients 6 and ¢ of the intrusion detection dataset "D41”. To find the optimal
pair of coefficients, we change one coefficient and fix another coefficient, and
use classification accuracy of SVM classifier as evaluation index. LIBSVM [I5] is
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adopted as SVM training and testing tool in this experiment. In training period,
default parameters are taken. The reduction ratio-dependent accuracy curves
are shown in Fig[l

From the Figll it shows, in RBF kernel, the classification accuracy on the
original dataset ‘D41’ is 98.92%. When taking e=0.45 and 6=0.4 (it means there
is only 15 percents samples of ‘D41’ remaining) , the classifier gets the highest
accuracy 99.07%. But the classification accuracy drops sharply if the number
of eliminated points continues decreasing. In linear kernel, the classification ac-
curacy on the original dataset ‘D41’ is the highest. With the increase of 8, the
classification accuracy is inclined to decrease. But the shape of these curves
with different € is almost coincident, it means that ¢ is a non-sensitive parame-
ter for linear kernel. Considering the decrease of 1% in classification accuracy is
acceptable, € = 0.45 and € = 0.4 are taken as the optimal parameter pair.

3) Experiment 3. This group of experiments are conducted to compare the
performance of intrusion detection classifiers trained by GPU-RSVM and LIB-
SVM in terms of the training time, testing time, prediction accuracy, number of
support vectors, false negative rate (FNR) and false positive rate (FPR).

According to the results of experiment 2, when applying RBF kernel to train
SVM model, the optimal reduction coeflicients 6 is 0.4 and ¢ is 0.45. In this case,
the cost time of sample reduction is 265.68ms on GPU and 8564.23ms on CPU.
The speedup ratio of GPU to CPU is 32. The number of eliminated samples is
41995 and 7412 samples are reserved. When applying linear kernel to train SVM
model, the reduction coefficients 6 is 0.4 and ¢ is 0.5. The cost time of sample
reduction is 247.32ms on GPU and 9234.72ms on CPU. The speedup ratio of
GPU to CPU is 37. The number of eliminated samples is 41995 and 4941 samples
are reserved.

After the reduction operation, the SVM intrusion detection classifiers are
trained on reduced dataset and original dataset respectively. In training process,
default parameters are used. The dataset ”T41” is taken as testing dataset in
testing process. The experiment result is shown in Table[Il
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Table 1. The performance comparison between GPU-RSVM and LIBSVM

GPU-RSVM LIBSVM
Kernel RBF LINEAR RBF LINEAR
Training Time(s) 4.141 1.875 34.625 25.047
Testing Time(s) 19.218 10.653 21.688 14.125

Number of SVs 854 461 975 671
Accuracy (%) 99.07 98.76 98.92 99.32
FPR(%) 041  0.08 0.67  0.42
FNR(%) 052  1.16 041 027

From the Table [l whether in RBF or linear kernel, the training and testing
time of GPU-RSVM is shorter than that of LIBSVM. In RBF kernel, the overall
speedup ratio is 8.28 in training process (including the reduction time) and
1.13 in testing process, the prediction accuracy increases. In linear classifier, the
overall speedup ratio is 13.36 in training process (including the reduction time)
and 1.33 in testing process, the prediction accuracy decreases, but less than 1%.

5 Conclusion

In order to build SVM based network intrusion detection classifier fast, a reduced
SVM algorithm (GPU-RSVM) is proposed. This reduction algorithm is imple-
mented on GPU platform. With GPU’s highly parallel computation capability,
the cost time of reduction process decreases greatly. By deleting the periapsises
and apoapsises in the original SVM training dataset, the size of the training
dataset can shrink effectively. In this way, the training and testing time become
shorter, while the prediction accuracy hasn’t obviously declined in general.

The future work will focus on parallelizing the SVM algorithm on GPU to
speed up the whole modeling process.
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Abstract. Low complexity decoding algorithm is proposed to reduce the
complexity of decoding algorithm for nonbinary quasi-cyclic LDPC codes. The
algorithm uses methods of logarithm domain and look-up table based on
the FFT-QSPA algorithm, avoiding multiplication and division calculations.
These calculations make the hardware compute slowly. As a result, the
algorithm makes the hardware easier to realize. The parity check matrices with
quasi-cyclic form are constructed based on the finite fields, which are benefit
for linear encoding based on the feedback shift registers. The letter presents a
scheme combined with the constitution, coding and decoding of nonbinary
quasi-cyclic LDPC codes with low complexity. The simulation shows that
nonbinary quasi-cyclic LDPC codes achieve significant coding gains over RS
codes with lower complexity and better performance.

Keywords: nonbinary LDPC codes, FFT-QSPA, quasi-cyclic codes, finite field.

1 Introduction

Nonbinary LDPC code is discovered by Davey and Mackay in 1998. They also
brought forward the quasi sum-product decoding algorithm (QSPA)[1]. Their
research indicate that the nonbinary LDPC code has superior capability than binary
LDPC code, especially in middle short code(code length less than 1000), but with
high decoding complexity. To reduce the complexity of decoding algorithm, FFT-
QSPA is proposed by Davey and Mackay in 2000, which using FFT algorithm based

on QSPA, with complexity of 0(gloggq) . This letter focus on low complexity

decoding algorithm for nonbinary LDPC codes, a scheme combine construction-
coding-decoding is presented, that quasi-cyclic structured check matrix to bring
coding superiority. Only simple cycle-shift register accumulate(CSRAA)union to
carry through coding, the complexity is direct ration to the check bit. FFT-QSPA is
used for decoding eclectic of capability and complexity.

The letter arranged as follows: The second part present methods to construct
nonbinary LDPC codes with finite field; the third part present the low complexity
Decoding algorithm and analyze the complexity; the forth part present the simulate
result and analysis; the fifth part summarize the letter and point out the next step to
deepen the research.

Q. Zhou (Ed.): ICTMF 2011, CCIS 164, pp. 101 2011.
© Springer-Verlag Berlin Heidelberg 2011
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2 Construct of Quasi-Cycle Nonbinary LDPC Code

The construct of nonbinary LDPC code focus on the design and construct of the check

matrix.Suppose ¢ is the primitive of GF(q ), then & =0 o’ =1 Lo

s

o % are al the elements of GF( g field. Location vector of nonzero element o

(0<i<g-2) is 2(o) = (ZO’ZI""’Zq—2) , g, = o', other q —2 elements
are 0.
In GF( q ) field, a basic matrix W is needed:

Wy Wo.0 Wo.i Wo.n-1
W, Wio Wir o Wy
W= = ) S 1)
Wm—l Wm—l,O Wm—l,l Wm—l,n—l

W has to satisfy the ¢ -row restriction 1 and 2:1. For 0<i<m ,
0<k,l<qg-1 and k#l, &'w, and a@'w, are at least different in at least

n—1 positions; 2. For 0<i,j<m ,i# j, and 0<k,I<g—1, O(le. and
o'w ; are different in at least 71— 1 positions. Ai! ; 1s construct through the horizon

expand and vertical expand of every element W, ;:

z(w,.’j)
z(ow, .
A= ( : o @

q-2
z(a"w, ;)

m(q —1)Xn(g —1) dimension check matrix H is constructed:

Ao,o Ao,l o Ao,n—l
A A, - A
H= :1,0 :1,1 ) l;n—l 3)
Am—l,O Am—l 1 Am—l,n—l

Consider the add group, suppose ¢ is the primitive of GF( g ) field, construct the
base matrix W :
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a"-1 a-1 - a7 -1
o’ =-1 -1 - o' =1

W(l): . . °. . (4)
a-1 o*-1 o’ -1

3 Low Complexity Decoding Algorithm

3.1 The Basic Concepts and Initialization Process

In the chart 1, nonbinary LDPC decoding gene chart contains variable node(cob on
the top), check node(cob on the floor), permutation node and reset node.

A B i
\ Usp
it et
\/
it ting

@@@5%@@@
YY

N

g il
Fig. 1. Nonbinary LDPC decoding gene

Define the variable as follows: {V } _  represent the variable node enter the
degree d, node, {U,} _ 4, tepresent the variable node come out from the
degree d, node. The suffix pv represents the vector transfer from permutation node
to reset node, Vp represent the reverse; Also {U e }czl,..., 4 Tepresent the vector

enter the degree d, check node,{V,_ }._, , represent the belief enter in the check

node.
We assume the (N, K)nonbinary LDPC code transferring on AWGN channel,

using high rank modulate[10] ( ¢ scale, q=2b ), mapping the code

. 12 b 12 b 12 b .
serial( €,C; ...C/CyCy .. Cy o iCyCyy v Cy YO (8),8,,..., 8y ). The received array

after demodulated is:
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Y =8+, =08+ s )+, + jvi,x) =YtV i=L..,N &)

v, . and V,  are two independent gauss white noise.

5'“ represent constellation plot the @ th symbol, suppose s’ =5 + js @,
due to Bayes formula, the beforehand verify probability is:

(yi,c _si,c)2 + (yi,s - si,s)2

exp(— )

1 20°
Py ls)=—- =0,...,N—-1 6
) L L) ©
Zexp(— 2 )
g 20

k, = P(Si)/ZEO'ZP(yl.) is a constant.
When adopting BPSK modulate, mapping mode is s, =2¢, =1 (i=1,...,N),
the initialize probability is:

P(y,lc,=0)=1/[1+exp(2y,/ )]
(7
P(y lc,=1)=1/[1+exp(-2y,/c%)]

3.2 Low complexity FFT-QSPA Algorithm

Adopting BPSK modulate,calculate the probability according to the receive channel
Y, , then initialization probability is gained:

q
L=p(yle,=a)=pylc, ¢, ]=la-a)=T]p01c=a,) ©
k=1

i=0,.. ,N-1

a, is k thbit of binary form of a ,believe degree L =(L,,L,,...,L, ).
Because we adopt the logarithm field to calculate, so all the believe degree turn to
logarithm. To conquer the limit of ¢, using the Fourier transfom to transfer the

calculation to the frequency field, convolution turn to multiplicative operation. Then
use the logarithm field turn the multiply algorithm to additive algorithm, depress the
hardware operation time. All the operation of exponent and logarithm use the look-up
table to reduce the operation complexity.

Suppose U[i,,.. .,ip] as p dimension vector, and (il,...,ip)e {0,1}” . The FFT
operation rule of U[i,..., ip] in GF(2") if formula(8):

W=FU)=Ux Fx,F..x F )
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Tensor multiplication Z = UX | F is defined as formula (9):

Ziy, .. 0,050, 1 == (Ul e, 000 e 1, 1+ Ul s L0, 1)

V2

] (10)
Z[i],...,ik,],l,ik“,...,ip]:E(U[il,...,ik,],o,ik“,...,i,)]—U[i],...,ik,,,l,ik“,...,i,,])

(AR A AU A =B (13 § Lo
The detailed steps are as follows:
Step 1:initialization
Suppose va =L, factors in L calculated in terms of formula(7);
Step2:Update the check node
(S1):Shift step

vec(UpC) = Ph(x)vec(va) (11)

P, (x) 18 actually cycle shift all the factors,the reverse shift denoted by Ph_(lx) ;
(S2):Reset

Rearrange the believe degree as ascending order according to the

ae GF(q);
(S3): FFT
d(?
V, =F (exp( Y, (log(F(U,))), t=1-.d, ; (12)
v=1,v#t

Step 3:Update the variable node

d{?
U, =exp(log(L)+ D log(V,)) t=1--.d, ; (13)
v=I,v#t
Step 4:Try decoding :Hard-judge
d,
¢, =argmax(log(L)+ > log(V,,)), t=1--.d, ; (14)

v=1

If z=¢-H =0, then decoding correctly; or repeat step 2\3\4 until the most

iterative time.
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3.3 Complexity Analyses

The decoding of nnbinary LDPC code use the iterative decoding mode, the operation
complexity focus on the check node, the operations on variable node affect little to the
whole. Using QSPA algorithm to decode LDPC code in GF(q ) field, the operation

complexity of check node is 0(6]2) . When calculating in FFT, check node turn to

multiply operation, the complexity descending to 0(glog g). Then method of log

domain and lookup table make the multiplication turn to addition, the complexity
descending again and easier to realization for hardware. For the sake of balance
complexity and decoding performance, the letter present an algorithm for low
complexity nonbinary LDPC codedecoding, based on look-up table, which barring

multiplication and easier for hardware completement. For (N, K) regular GF(q )-
LDPCcode, every step of every iterative process list as follow:

Table 1. Operation quantity of every iterative

Step Additive operation
2 Nd q(d.—1+2log, q)
3 Nd q(d, +1)
4 Nd q(d,+2)+(N-K)2d,-1)
Total Nd q(2+d, +2d, +2log, q)+(N —K)2d, 1)

Bit/Symbol/Block Error Rate

—A— LDPC(90,51) BER
—©— LDPC(90,51) SER
—H8— LDPC(90,51) BLER
——— RS(90,50) HD BER
—&— RS(90,50) HD SER
g RS(90,50) HD BLER
Shannon limit

Eb/No (dB)

Fig. 2. Performance curve of (90,51) GF(2%-LDPC code and (90,50)RS code

4 Simulation and Analyse

The simulation is carried based on AWGN channel, the sender use BPSK modulation,
the constructed nonbinary LDPC code compared with RS code as the rate and length
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is equivalent. Nonbinary LDPC codes use the decoding algorithm this letter
presented. The max iterative time is 50, RS code use the hard-judge algorithm.

Construct the check matrix H in GF(2*) with finite approach, choose d, =3 and

dc =6,the null space of H present(90,51)QC-LDPC code with rate 0.57 and least

distance 4.

In figure 2, when BER=107, (90,51)GF(2*)-LDPC code gain 3dB coding plus than
(90,50)RS code. when BER=107, (90,51)GF(2*)-LDPC code gain 2.79dB coding plus
than (90,50)RS code.

Conclusion can be made from figure 2 that nonbinary LDPC code is superior than
RS code at the same code rate and the same bit length.

Table 2. Operation times of every iteration

LDPC iterative times (90,51) LDPC (90,50)RS
5 86,400 2,073,600
50 864,000 2,073,600

When using FFT-QSPA decoding algorithm, conclusion can be made from table 1
that operation times of every iteration is 0(Ndvq'" logg™) . Table 2 present the

decoding operation times of nonbinary LDPC code and RS code. When iterated for 5
times, the operation times of every iteration of (90,50)RS code is 24 times that of
(90,51) LDPC code, when iterated for 50 times, the operation times for every iteration
of (90,50)RS code is 2.4 times that of (90,51) LDPC code. So the complexity has a

relation to construct of check matrix H, N and dv is also the factor restrict the

complexity. The low complexity decoding algorithm is gained on the consider of
complexity of decoding but also has to consider the construct of the check matrix.

5 Summarize

The decoding complexity of decoding of nonbinary LDPC code is an important
factor restricts the complication. For the sake of reducing the complexity of decoding
of nonbinary quasi-cyclic low density parity check(QC-LDPC)code, the construct of
the quasi-cyclic check matrix is based on finite geometry and finite field. These
methods can be realized by linear coding of nonbinary LDPC. The simulation prove
that the nonbinary QC-LDPC code construct with the method this letter present has
not only a significant performance over RS code with same parameter, but also
reducing the complexity a lot.
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Abstract. To protect two party privacy of database’s query, known solutions are
encrypt the entire database and thus the encryption cost is excessively high. To
resolve this problem, we construct a new efficient solution to database’s query in
semi-honest mode, Based on the assumption of combination commutative
encryption and the oblivious transfer protocol. The protocol can safely and
efficiently finished database’s secure query lack of third-party participation.
Furthermore, the correctness, the security and the computational complexity of
this scheme are as well analyzed. The results of analysis show that compared
with known solutions, the proposed scheme has much less computational
complexity.

Keywords: secure multi-party computation, secure query, commutative
encryption, privacy preserving.

1 Introduction

Database security question not only has extensive applications in secure multi-party
computation [1], but also plays a very important role in many practical applications.
For example, a customer wants to apply for endowment insurance at an insurance
company. In order to prevent the applicant, the insurance business must find out
whether the circ database has already existed his insurance information, or others.
During the inquiry process, the server may maliciously modify the policy-holder's
information. At the same time server also do not want the inquirer to know other
irrelevant the information of policy-holder in the database. Therefore in the database
query, on the one hand if the user can get the results of his query only and don’t know
any other records; On the other hand, The owner of the database do not know which the
record the user inquires, such inquiry is called the secure query[2]. Security query is

* Master, the main research areas: Network and Information Security.
** Professor, Master Instructor, the main research areas: Information Security, Distributed
Computing.
" Graduate Student, the main research areas: Network and Information Security.
**** Master, the main research areas: Network and Information Security.
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widespread in commercial competition, military cooperation and etc. Therefore, under
the condition of preserving privacy, how to query database is became more and more
important.

Rakesh Agrawal gives an effective resolution to security retrieval scheme [2]. In this
scheme, two participates respectively encrypted their plaintexts, then sent their
ciphertext to each other, after that they re-encrypted the ciphertext, last they both get
two sets ciphertext results. Without third party, they realized the secure query. But the
deficiency of the scheme is overmuch encryption calculation.

Based on Equijoin protocol, a scheme was proposed in Literature [3], which
encryption cost is too much. So it was hard to adapt to the large database queries. In
2009, Yuan proposed the method for a sensitive information retrieval. Based on
exchange encryption assumptions; it achieved the sensitive information query in
semi-honest mode. Due to the third party may be incredible, such scheme brought a
new hidden danger.

Aiming at the problems above, based on exchange cryptographic function and
oblivious transfer protocol, we puts forward a new database secure query protocol,
which does not needs the third party. It meets definition of the secure query.

2  Preliminaries

2.1 Commutative Encryption

The commutative encryption is a pair of combination of encryption function of which
form like f(g(v)) = g(f(v)) [4,5]. Through encrypting v, two participates will not
decrypt f(g(v)) without mutual cooperation. Supposed F is a commutative
encryption function, which satisfies f : Key FXDom F—> Dom F, The following

properties:
(1) For alle, e € key F, which satisfies f,of =f of,, thatis, F is
interchangeable.

(2) For each fe :Dom F— Dom F, fis bijective function.
(3) For a given e, inverse function is computable in polynomial time.
(4) Distribution of (x, f,(x),y, f,(y)) and distribution of (x, f,(x),y,2) are

indistinguishable, of which x,y,z€, DomF andec , Key .

2.2 Oblivious Transfer-OT

Alice and Bob are two parts in this protocol. The definition of OTnk i s that a sender

Alice inputs n messages {m, ,m, ,++-,m, }, and a receiver Bob gets k messages out of

n. At the same time Alice doesn’t know which k messages Bob has got.
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{m,,m,,---,m } and Bob k

’ n

Inputs:  Alice
messages {4, 4, -, 4, }.

Outputs: Bob gets k messages {mil VA

inputs n  messages

m, ).
3  The Scheme
Suppose that Alice and Bob are two participants. The model of secure query protocol

shows below (see Figure 1).

Query S

<4 Bob: Database
results

User :Alice
Fig. 1. Secure Query

Alice is a user and she has a condition v, where v is a value of the property V. Bob

has a table from database (see Table 1). There are two sets, one is V={ V|, V,,***,V, }

and the other is { ext(v,),ext(v,),---,ext(v, ) }. Alice would like to know whether

the property V of the relational table equal to v. If there is, it returns the results v
corresponding to the record; if not, returns nothing.

Table 1. Relational Table

Attribute A | Attribute V | Attribute B
ext(v,) a, v, b,
ext(v,) a, v, b,
ext(v,) a, v, b,

The proposed protocol:

Inputs: Alice inputs a property v, and Bob a table from database.
Outputs: Alice gets some records of which properties V equal to v.

Security:

At the end of this protocol, Alice knows what she wants to know. Bob knows
nothing what Alice gets.
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The detailed description of the protocol:

There are have Alice and Bob to participate the communication in the protocol is
proposed, and is based on semi-honest mode. Alice selects the public/private

keys( pk,, sk, ), Bob selects the public key pk, .Open the public key and private key

is kept confidential, E() is the commutative encryption function.
The execution of the protocol is as follows:

Steps 1: Alice Encryption: E , (v);
Alice > Bob: E | )
Steps 2:  Bob Encryption: E (E, (v)) and
For i=1 to n{
Bob Encryption: E, (v;)
}
Bob—Alice: £, (E, (V). E, (v).E, (v,),, E, (v,)
Steps 3:  Alice Decryption:
D‘yka (Epk,, (E,;ku )= E,;kh )
For i=1 to n{
If Epk,, (V) = Epk,] (Vi)
Then v=V;,

Alice gets [
}

Alice may be gets the set{ i;, i, -+,i, } (1<i, <n)
Steps 4: Bob selects a random records sets is { 7(1),7(2),---,7(n) },One random
record 7(i)=(ai,v:,b) as show in table 1.

For i=1 to n{
Bob calculates :

rext(i) = ext(v,) ® r(i) ;
as  rext(i)=(ra,,rv,,rb;)
Oras ra,=a, ®a,

v, =v, ®v,

rb, =b, ®b,

}
Steps 5: Alice and Bob execute twice OTnk protocol together, the other OTHk

protocol:
Alice inputs { i;,i,,*+,i, }, Bob inputs { rext(1), rext(2),---,rext(n) }
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Alice and Bob executes the OTnk protocol,
Alice obtains k data { rext(i,), rext(i, ), -, rext(i,) };
The another OTnk protocol:
Alice inputs { i;,i,,**+,i, }, Bob inputs { (1), 7(2),---,r(n) }
Alice and Bob executes the OTnk protocol,
Alice obtains { 7(,),7(i,)," -, ”(ik) };
Steps 6: for  j =1, to I
Alice computes ext(v ;) = rext(j) ® r(j)
as  ext(v;)=(a;,v;,b;)
Oras a; =ra; (—Da'j
v,=rv;® v'j
b,=rb, ®b,
}
The sets {exl‘(V,vl )’exr(v,-z ), ’eﬁ(V,-k) } is the information that the user
inquires.

After that, Alice only gets the record contains attribute values v, but don't know the
other information of the relation table in database; Meanwhile, Bob also don't know
what Alice gets.

4 The Performance Analysis of the Protocol
We analysis the correctness, the security and the complexity of protocol as follows.

4.1 Correctness

In our protocol, we used commutative encryption function to encrypt user query v and
the attribute values Vv, of the database relational table. Comparing cipher-text by
encrypted with the query attribute values, and finally we can gets records information
through executes two OTnk protocol.

We can see the user will be get the information that he want to query, so the query
results of the protocol is correct.

4.2 Security

Theorem 1. The user's private information is not leaked.
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Proof: Firstly, Alice encrypted property value v with the public key pk ,and sends it

to Bob. Because the public key pk, is public, the private key sk, is secret, Bob can
not decrypt, so he can not get any information about the values v .

Secondly, Alice and Bob executes two OTnk protocol together, the security of

OTnk protocol means: After the end of the OTnk ,except the messages which he or

she chooses, the receiver can not get any other messages. Meanwhile, the sender does
not know what messages the receiver received.
As mention above, the user's private information is not leaked.

Theorem 2. The database's information is not leaked except the user's query
information.

Proof: Firstly, Bob encrypt E (v) and the attribute value v, with the public key

pk, ,and sends E, (E, (v))and E, (v;) to Alice. Because the public key is
public, the private key is secret, Alice can not decrypt, so can not get any other
information about the value v, .

Secondly, Alice and Bob execute two OTnk protocol together, The security of

OTnk protocol is analyzed above.

As mention above, our protocol can protect the security of database, because the
database's information is not leaked except the user's query information.

4.3 Complexity

Computation complexity analysis: The efficiency of OTnk in literature[6] is better

than others, so our protocol is also efficient. If # is the number of database's records, m
is the number of database's fields. Alice executes encryption operation once and
decryption operation one times, Bob executes n+1 times encryption operation, so this
protocol needs to n+3 times operation. Comparison with encrypted the whole database
in the literature[3], our protocol only to encrypted attribute value that the user will
query, and the costs of encryption is relatively small. Comparison of the complexity of
computer as shown in Table 2.

Communication complexity analysis: In stepl, Alice sends E ok, (v) to Bob, they
needs communicates one times.During step2, Bobsends £, (E,, (v)),E, (v,),

E, (v,),, E, (v,)to Alice, therefore they need communicate once. In order

to get 2k data, Alice and Bob collaborate to achieve two times 07;k in step5, They need

to communicate 4 times each other. As mention above, the total times of
communications are 6.
From the above analysis, we can see the protocol is secure and efficient.
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Table 2. Comparison of computational complexity of the protocol

protocok Computgnon
complexity
i Jm'%l mn+3n+3
weiwei
This paper 3

5 Conclusion

Based on cryptographic algorithms and OTnk , we designed a secure query protocol,

which effectively solves the problem of the secure query from database without the
third part. We analyzed the accuracy, security and complexity of the protocol. The
results of analysis show that this protocol is secure and efficient. For further research,
we will make efforts to achieve a more secure and more effective secure query protocol
under the condition of a malicious model.
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Abstract. To address the centralized index bottleneck of large scale distributed
system, a hybrid overlay network with redundant super nodes is established. It
includes a local hierarchical sub network composed of District/Site/Node and a
super nodes network composed of peer-to-peer District nodes. Based on it, a
corresponding hybrid search and location model is put forward. In this model,
search and location in system is separated into two levels: the top level is
among super nodes and the destination Districts can be located based on DHT
(Distributed and Hash Table); another is intra-District and the destination Sites
or Nodes can be located by employing back trace and index. Comparison and
analysis illustrate that this model can achieve higher reliability, availability,
load balancing and location efficiency than similar models in existence.

Keywords: large-scale distributed system, hybrid overlay network, search and
location, back trace, DHT.

1 Introduction

The first and most important work of Large-Scale Distributed System (LSDS) is
efficient search and location model design. The existent search or location models
mainly focus on Grid[1], CDN[2] and P2P[3]. Most of them are implemented by
establishing overlay network supporting efficient routing or improving existing search
or location algorithms. By motivation of making use of advantages each other, more
and more of LSDS adopt hybrid overlay network with super nodes. These systems
always include two layers: the top layer is Super-Node P2P Network (SPN), which is
composed of nodes with better performance and mainly responsible for resources
indexing, message routing and transmitting; the next layer is composed of many Local
Hierarchical Networks (LHNs) organized by the rest common nodes and managed by
one super node respectively. The layer’s number of LHN can be given beforehand or
adjust in running time[4-7]. Meanwhile, LHNs thinking of topology or user search
interesting can achieve further benefit of search and location efficiency[S5,8].
However, the problem of system reliability and availability caused by single super

#
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node design is evident. Moreover, the resources index transfer and network topology
reconstruction become mostly factors on service performance of LSDS.

To share in index storage and management of super nodes, reduce access load and
avoid single node failure, a hybrid overlay network based on District/Site/Node tri-
layer LHN with redundant super nodes is established and a novel corresponding
model named Large-Scale Distributed Hybrid Search and Location (LDHSL) is put
forward. Comparison and analysis indicate that LSDS is more reliable, available as
well as higher search and location efficiency.

2 The Hybrid Overlay Network Model

Figure 1 is the hybrid overlay network model based on tri-layers hierarchies
District/Site/Node and peer to peer in Districts layer.

ST T T T T T T T T T T T T T T T T T T e T T T TS s ’
// District layer
4

Site layer

Node layer

o : physical node , : Site logical area

B . site agent node ~, + District logical area

- : mapping relation
@ : district acent node pping

Fig. 1. The sketch map of hybrid overlay network

“District” and “Site” here are same as super and hypo-super node respectively.
Thus, the District layer is SPN and all nodes belong to each District can make up of
tri-layer hierarchical LHN. This model can commendably solve the scale problem of
LSDS. For instance, even if a LSDS with 10° nodes and the biggest capacity of each
District and Site is 50 as well as the average load of each node is 50%, then the nodes
of SPN is only 1600. Consequently, the search and location can be handled even in
SPN layer.In order to describe expediently, we differentiate the tri-layer nodes as
follows:

Resource Storage Node (RSN): nodes in Node layer and mainly take charge to
store resources, manage and publish local resources’ index. RSN is also the entrance
of search. When it receives a search query, it becomes the search agent (SA) of the
query. Some RSN with close relation can organize a Sit.

Site Agent Node (SAN): node configured specially or selected from RSN
according to their integrated performance (such as online time, network bandwidth,
etc.). It mainly manage and publish resources in local Site. Many SAN with close
relation can organize one District.
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District Agent Node (DAN): node configured specially or selected from SAN
according to their integrated performance. It mainly manages nodes and resources in
its District. At the same time, it must manage and maintain the index distribution in
DAN:S, transmit query message and route in DAN layer.

3 Search and Location Model Based on Large-Scale
Distributed System

Based on figure 1, the search and location model is composed of two layers: one is in
LHN witch is based on design of “back trace + index”, the other one is SPN witch is
based on DHT.

3.1 Search and Location Based on Back Trace and Index

3.1.1 Search and Location Based on Back Trace in Local District
A tri-layer solution space tree can be constructed by LHN. The search constraint is
defined as a node with required resources and corresponding QoS. Search path
advances according to “the initial RSN—its Site—its District—destination
Site—destination RSN”. This search will stop when one or more an appropriate
nodes is met.

For example, the solution space tree shown in figure 2(a) has District A, Site B and
C as well as RSN D, E, F, G and H. When a query comes, a RSN becomes Search
Agent (SA) and the search begins from this SA. As shown in figure 2(b), the search
path from node D must be one of the following four ways:

District layer

Site layer

Node layser

(a) a solution space (b) sketch map of search and location
Fig. 2. The sketch map of search in District based on back trace

a) D: the destination node is D;

b) D—B—E: the destination node is E in local Site;

c¢) D—B—A—other District: the destination node is not in local District and
need search in the top layer SPN

d) D—B—A—C—H: the destination node is in local District and finally locate
node H in Site C.
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3.1.2 Location Mode Based on Hierarchical Index in Local District
Destination node in local District can be found by hierarchical index as figure 3. Each
symbol is explained as follows:

[0 <Ng, SANs>

ot <N, RSNs>

|

[ <N K, Size, Path,.. > |

Fig. 3. Sketch map of location In local District based on hierarchical index

Iiocals IsiefIpisric: Respectively represent resources index of local RSN, RSN
distribution in local Site and Site distribution in local District;

Nr (Resource Name): name or representation keywords of resource;

Kg (Resource Kind: the type of resource;

Size: the size of resource;

Path: the local path of resource;

RSNs: the RSN distribution of resources in local Site;

SANSs: the SAN distribution of resources in local District;

.... other information, such as QoS information of node load, bandwidth, etc.

3.2 Search and Location in Districts Based on DHT

Our model is improved on Chord as follows:

a)
b)

c)

The Chord logical ring sort ascending by Hash value of District name and
each District has a group of redundant DANS;

MDS5 is selected as Hash function and the distribution information in Districts
of Ny is synchronized to redundant DANs according to Chord protocol;

Add information of redundant DANs in routing table and the new routing
table is Finger Table<Start, Interval, Successor, Backup-of -Successor>, in
witch:

Start: Sort ascending D, pointed in Finger Table computed. Here, x is
computed as following formula:

x=(Hash(name of local District)+2) mod 2'%*

Interval: The cyclic Hash interval, [(D+2") mod 2'%, (D+2™") mod 2'%%),
used to index distribution and location in DANs

Successor: The successor District ID;

Backup-of-Successor: Set of redundant DANs in Successor, including node
IP, loads and other necessary assistant location information.
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d) Chord protocol is adopted in search course in Districts. At first, the
corresponding District is selected according to hash mapping value of N,
then the destination District with lightest loads can be found from Backup-of-
Successor of this District.

e) District drops out only when all redundant DANSs are failure and new DANs
have not put forward.

3.3 Algorithm of Whole Search and Location

The whole search and location will be initiated by certain RSN when this RSN
receives a query about Ng. The algorithm is described as follows:
Query in Iy o, at first. If there is satisfied Ng, the path of Ny in local RSN
will be returned, otherwise, the algorithm is ended;
Query in local Ig;. Transmit this query to the least loads RSN in local Site
when Ny, is existent and turn to step (D next;
Query in local Ipjgyi. Transmit this query to the least loads SAN in local
District when Ny, is existent and Turn to step @ next;
Locate the destination District of Ng based on DHT. If successful, transmit
this query to destination District and algorithm ends. Otherwise, return
NULL as search and location result. Algorithm ends.

4 Comparison and Analyses of Performance

This section, the advantages of LDHSL is illustrate by the following comparisons and
analyses.

4.1 Routing Performance and Loads of SPN

As shown in table 1, two similar overlay networks based on index model, IS-P2P[4]
and TAC[5], are selected to compare with our system.

Table 1. Comparison of routing performance and loads among IS-P2P, TAC and LDHSL

name of system length of search path sum of routing states sum of average index sum of average message

IS-Chord log>(N/M) log>(N/M) L-N-t/M q-N-b/Y'M
IS-CAN d-(N/M)" 2d L-N-/M ¢-N-/M
IS-Pastry log,(N/M) b-log,(N/M)+b L-N-1t/M q-N-h/M
IS-Tapestry logy(N/M) logp(N/M) L-N-1/M q-N-b/'M
TAC loga(N/M?)+2 loga(N/M?) L-N-t/M ¢-N-(1-B)-h/M
LDHSL loga(N/M?)+2 loga[(N/M?)-R] LN-/ M q-N-(1-B)>h/M/R

The meaning of parameter in table is as follows:

N: sum of nodes in system;

b: base of identifier;

M: ratio of nodes’ sum from upper layer and lower layer;
L: total number of resources provided by each node;
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d: spatial dimensions of IS-CAN;

r: the average redundancy number of resources in each layer (1>1);

q: average query speed of each node;

R: the average redundancy number of DANs in LDHSL (1<R<M);

f: the average ratio of query handling in index nodes of each layer (0<p<1).

Results in table 1 illustrate that, in condition of N and M are same in every system:

a)

b)

c)

d)

The length of search path in LDHSL is equal to TAC but less than IS-Chord,
witch is the shortest path system in IS-P2P. Therefore, routing performance
can be improved only when capacity of node in LDHSL is more than 4.

The average sum of index in LDHSL node is 1/+/r of IS-P2P and TAC.
Because r>1, this illustrate the costs on index storage of DAN is relatively
smaller than the other system.

In condition of same length of search path, the message transmitting loads is
smallest among three systems. It is only (1-B)*/R of IS-2P and (1-B)/R of TAC
in LDHSL Because the following expression:

(1-p)*<(U-p)/R<1/R<1
Because two expression as follows:

log,[(N/M?)-R]>log,(N/M?)

log[(N/ M?)- R1=log(N/M)-(R/ M) <log(N/M)
It is evident that the sum of routing states is between TAC and IS-P2P. It is
equal to TAC when R=1 and degenerates as IS-P2P.

From comparison and analyses above, the routing performance, index storage and
network loads of LDHSL have more evident advantages than the two similar
system.

4.2  Analyses on Load Balancing

The load balance of LDHSL is various:

a)

b)

c)

The load balancing among Districts comes from the balance of Hash function
MD5;

The load balancing of redundant DANS in one District comes from the loads
information in Finger table. By loads information in this table, the search
queries can be almost distributed evenly among all DANs in same District.
The load balancing of redundant SANSs in one Site comes from the search and
location algorithm. This is because the search agent always selects the SAN
with the smallest load to transmit current query in the algorithm.

4.3 Analyses on Reliability and Availability

The redundant DANs reduce the probability of District failure and thus enhance the
reliability and availability of search and location in SPN. Furthermore, search and
location in District is based on back trace method and it can be handled at every
hierarchical nodes. Thus, redundant DANs and SANs can efficiently guarantee the
integrality of search on the solution space tree. Thereby, the high reliability and
availability of search in District can be achieved.
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Conclusion

To avoid the bottle neck of super nodes in large-scale distributed system efficiently, a
novel hybrid overlay network with redundant super nodes is constructed and based on
it, a hybrid search and location model based on “back trace and index” in local
hierarchical network and DHT in top super nodes network is put forward and
described in detail. In this model, large number of search and location query can be
handled in local hierarchical network, only small amounts of query must transmit to

top

super nodes layer. Comparison and analyses with similar system illustrate the

novel model can achieve higher routing efficiency, more reliable and available, better
load balancing and lower network loads.
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Abstract. This article introduces the principle of IPSec VPN and SSL. VPN,
compares and analyzes the security, complexity and scalability of these two
kinds of VPN technologies. Summarizes the advantages and disadvantages,
points out their applicable fields. On this basis, we analyze the model that the
users use the digital campus network while the campus network as application
environment, and then we conclude that it is feasible to construct VPN which
based on both SSL and IPSec protocols.

Keywords: SSL, IPSec, Smart Card, digital campus, MPLS.

1 Introduction

With the rapid development and popularization of the Internet, Digital Campus
construction is in full swing, the colleges regard campus network as its basic
communicational platform. As the campus scale expanding then it appears such
problem: huge data flow, remote education, access network off-campus, in the entire
traditional campus network already cannot meet the requirement of the developing
universities. Now how to make data transmission more efficient, data exchange
low-cost and resources more secure in the highly shared campus network environment.
And also how to manage all the campuses in logical integration. There are so many
campus network problems we should be faced. So in this case, the VPN becomes the
first choice in campus network expansion and development. These problems should be
faced in digital campus constructions. So in this case, the VPN in the digital campus is
an important part of the construction.

2 VPN Technology

VPN (virtual private network) technology is the virtual private network technology,
which connects remote branches, business partners and mobile officers, etc by an open
public network resources and provides them end-to-end security data transmission,
VPN can handle their own information through the public Internet as the same with
leased line. So we can construct different kinds of VPN According to different
application environment. Always VPN has three kinds of solutions: Access VPN, the
enterprise Intranet VPN and Extranet VPN.

Q. Zhou (Ed.): ICTMF 2011, CCIS 164, pp. 123 2011.
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At present, there are three kinds of VPN technologies already used, which includes
IPSec VPN, SSL VPN and MPLS VPN. These VPN technologies have their own
characteristics and strengths. Now overseas manufacturers take more seriously in
MPLS VPN and SSL VPN technology. But the IPSec VPN is still the most widespread
used and matures technology.

2.1 IPSec VPN Technology

Because the IP packets are lacking in security, ITEF puts forward IPSec. IPSec (IP
Security) is the standard that protects IP secure communication; it mainly authenticates
and encrypts IP protocol group. IPSec encrypts and authenticates the data in the
network layer, provides end-to-end network security plan such as access control, data
source confirmation, the holistic confirmation of connectionless data, data content
confidentiality, the replay protection as well as data stream confidentiality, etc.

The services IPSec provided is transparent and safe to upper protocol and
application process, many kinds of protocols and application procedures may share the
IP layer safe service and key management, so they do not need to design and realize
their own safety mechanism, thus it can reduce expense of key consultation and lower
security possibilities. Therefore IPSec is the most general method to provide security in
Internet.

As a protocol family (series of interrelated protocols), IPSec composes of following
components: Some protocols that protect packet stream; Protocols that establish Key
exchange for packet stream.

The former contains two parts: Encapsulating Security Payload (ESP) and
Authentication Header (AH). ESP provides Confidentiality for the original data, AH
provides Authentication for packet stream and ensures information integrity.

IPSec VPN works similar to Packet Filter Firewall. When the CPE (Customer
Premise Equipment) A receives an IP packet, it queries the SPD (security policy
database) to decide whether forward the packet to the CPE B or not. It executes [PSec
processing if required, this processing includes encrypting the data packets and
encapsulating the packets into another ones. So that the packets are sent to CPE B
through the network, when CPE B receives the data packets it requires decryption and
decapsulation.

Of course in the processing procedure, if the newly generated packet is bigger than
the MTU (Maximum Transfer Unit), it needs additional subcontractors and packages
between the CPE A and CPE B.

2.2 SSL VPN

SSL is a protocol to solve the security of web-based application which proposed by
Netscape, SSL protocol provides security of data-link between Web service (HTTP)
and TCP / IP. It provides data encryption, server authentication and message integrity
verification for TCP / IP links.

SSL includes two layers: SSL Record Protocol; It is built on a reliable transport
protocol (such as TCP) to provide data encapsulation, compression, encryption and
other basic support for upper protocols. SSL handshake protocol; It is built on SSL
Record Protocol and used to authenticate the two sides, negotiate encryption algorithm,
exchange encryption keys and so on before the start of the actual data transmission.
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The workflow of SSL as below:

I. Server authentication phase:

i. Client sends a start message "Hello" to the server to start a new session connection;

ii. Server determines whether need to generate a new main key, if necessary, the
server responses the information with new key inside to customer;

iii. Customer generates a main key based on information received from the server,
and then return the key to server that encrypted by the public key;

iv. Server gets back the main key, and returns client authentication information with
the main key in order to make client complete authenticating server.

II. User authentication phase: Until the server has passed through the client
authentication, it is turn to authenticate client. The authentication server sends a
question to customers, customer returns signature of the questions and their public keys
to the server.

SSL VPN gateway is the agency during the communication. When users request to
visit server, the information have not been directly to the application server but
received by SSL VPN gateway. The data is first analyzed by the SSL VPN agency, then
it executes identification, authentication and access control for security policy, and last
it converts the data to proper protocols and sent it to application server.

2.3 Comparison of IPSec and SSL VPN

While in application, IPSec works in network layer, it protects all the data that transmits
among correspondence. Usually IPSec VPN is suitable for all application procedure; it
also makes remote users feel the same with local users when accessing local resources.
But SSL locates at the socket layer, it has close relation with the application layer,
which can only visit these resources that supported by SSL or the WEB browser.
Therefore, its application filed is mainly consisted of e-mail system, file sharing and the
Web application procedure.

While in security, IPSec VPN and SSL VPN strengthen its security through
authentication and encryption. It has the direct relationship between IPSec VPN
authentications and strategy of the network equipment, network parameter and
equipment's IP address, etc. That’s quite safe to the long-distance connection. In SSL
VPN, the user may login in depending on its willing and judge the server certification
by itself whether effective or not. [PSec VPN uses the more complex encryption
algorithm, longer key than SSL. VPN. But IPSec VPN generally only provides the
encryption in gateway, no encryption between the application server and gateway. SSL
VPN provides the end-to-end encryption.

While in extendibility, IPSec VPN is based on network layer, which has nothing to
do with the application procedure. The enterprise could revise application procedure at
its willing without modifying VPN. However, due to the very requirements of its
clients, which makes it relatively trouble while adding new users. SSLVPN serves for
the application layer, therefore changing application program means changing the
interface of VPN, and moreover not all application programs may use the Web way to
visit. If increasing a Web server as the proxy before many non-Web application
procedures, it will cause Web server the overloaded. And last it will lead to system
performance degradation.
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While in the usage complexity, Because IPSec works in network layer, IPSec VPN
clients for remote access is not easy to achieve, configure and maintain. For SSL VPN,
it works among TCP and various application-layer protocols, and SSL also is
embedded in web-browsers. So business based on B/S can directly use the browser to
establish SSL VPN connection without installing clients.

3 Application of VPN Technology in the Campus Network

3.1 The Conception of Dital Campus

Digital Campus is based on campus network, relied on advanced management
concepts, use advanced IT methods and tools, integrate existing teaching, research,
management, life, service and other related resources and to achieve reunification, user
management, resource management and access control; It is aimed at achieving
efficient allocation of resources, full utilization of the school management and
optimizing logistics services, and building a new mode of education, expanding the real
dimensions of time and space in campus, providing online information exchange
environment for students and teachers, creating e-school and educational resources,
virtual communities and network services, digital and virtual university educational
environment, and ultimately the overall educational process information, so as to
improve teaching.

3.2 Problems and Solutions in Smart Card System of Digital Campus

As a part of digital campus, “The Smart card System” has already penetrated into many
corners of university, this is the trend of university informationization and the symbol
of university modern management.

Smart card system integrates its own function and computer network, then creates a
integration among traditional relatively independent school roll administration, library,
computer management, access control discrepancy, identity authentication,
consumption and settlement etc, last realizes unified management and integrated
resources. However, smart card system still exists some bottleneck problems, these
problems are mainly:

Campus Information Island. The mergence and enrollment of University, make each
school has established numerous campuses, these campuses are often trans-regional.
While these campuses have not realized the inter-communication in network. This
makes a card cannot spanned "tong" problem and students in different campuses have
to use different smart cards. This is not only inconvenient, but also a waste of resources.

For some reason, Information transmitted in Smart card is not encrypted, so it’s easy
to be forged. In theory, the card itself is a strong password medium; it is not easy to be
forged. However, coupled with the openness of campus network, an attacker can easily
steal data and reproduce a legitimate smart card through vacant record cards, and it can
cause losses to the card user.

Fortunately, in the above figures of the campus smart card business, we found that it
is a good solution to use both [PSec and SSL VPN integration to solve the inherent
problems.
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Multiple smart cards sites connect through the IPSec VPN. We can access card
management areas through the security certification, establishment of tunnel,
encryption and other mechanisms of transmission. This mode builds mutual trust and
the security of encrypted information between the transmission channels so as to
achieve the effect of private network. At the same time, also enables application-layer
access control filtering.

There are many different types of card reader terminals in campus, and some is
based on the computer terminal platform, and some are dedicated reader devices. We
can use SSL VPN to encrypt transmission for the computer terminal device. As long as
they can use the browser's terminal equipment, we can use the SSL protocol to establish
a secure, encrypted transmission channel. For the dedicated reader device, you can
access the network using the PPTN, etc.

4 Summary

In solving the interconnection and the remote security access, both IPSEC VPN and
SSL VPN have the respective good and bad points. Users will face these two problems
in its own developing process, if using the sole VPN solution, it will exposure its own
shortcomings gradually. So in this case, I[P Sec VPN is deployed to be as general
remote access solution and point-to-point collecting solution, with auxiliary SSL VPN
deployed as remote access solution for Web visiting service. At the same time another
VPN technology MPLS VPN has matured, it can be very simple to realize the
horizontal and vertical visitations among school departments and does not require the
configuration when adding a new node. So MPLS VPN technology has a very good set
of maintainability and scalability. He is also more suitable for formatting complex and
large-scale VPN networks. Although this kind of technology has not been popular in
the current buildings, with the development of times, it will make a great contribution
to the digital campus.
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Abstract. This paper gives a solution of wireless keyboards with mobile Ad-hoc
network (a mobile, multi-hop and autonomous decentralized system) without
fixed infrastructure, which is a novel technology about establishing a mobile
Ad-hoc network.
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1 Brief

With development of radio communication, demands for portable devices are
increasing day by day and wireless keyboards become a new trend. Especially,
keyboards with mobile Ad-hoc network is interested by more and more young people
when they play games.

2 The Wireless Architecture of Keyboard with Zigbee

The wireless keyboard normally consists of two parts: the ZigBee Keyboard Sender
(Sender for short) and the ZigBee Keyboard Receiver (Receiver for short). The wireless
scheme of keyboard with ZigBee is presented in Fig.1 the Receiver and the Sender are
both built-in JN5121model (from Jennic company) based on ZigBee protocol.

ZigBee

Computer |~aifjUSB{-| Keyboard — /

Receiver

, | zigBee
"/ /— Keyboard PS/2 | Keyboard
Sender

Fig. 1. Block schematic of ZigBee Keyboard

3 The Scheme of Zighee Keyboards with Mobile Ad-Hoc Network

With three Receivers (also called End Device or Node, here reference computer
receiver built in ZigBee module) and corresponding three Senders (here reference
keyboard with ZigBee module), we built a simple prototype of mobile Ad-hoc network,
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and technology, especially the application of Embedded, Zigbee system and technology,
especially the application of Zigbee, wireless sensor network.
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which can establish the truth of four schemes: one peer to one peer, one peer to
multi-peer, multi-peer to one peer and multi-peer to multi-peer mobile Ad-hoc network,
which is shown as in Fig. 2.

ZigBee Zighee
Cormpuier [USB»  keyboard keytard Keyhoard
receivert sender! |
s ZigBee TE
Computer  («USBP»  keyboaid s e
| o ‘Z 1 Feghoard Keyhoard
sender2
ZigBee ZipBee | ——|
Compuer  «USBP  kesboaid kewboard Keytoad
receiver3 sender3 [—|

Fig. 2. Multi-peer to multi-peer scheme of keyboards with Ad-hoc keyboard network

4 The Way of ZigBee Binding

Binding mechanism is a key technology to build a mobile Ad-hoc network and also a
kind of connection mechanism established among ZigBee nodes for fast and
convenient exchange information. The binding mechanism is mainly realized through
binding algorithm and binding table, which are mainly constituted by mobile Ad-hoc
network address and the endpoint identity code.

There are two types of binding way. One is Direct binding, that binding table is
preserved in Senders node, the other is indirect binding, that binding table is preserved
in Coordinator node.

4.1 The Process of Direct Binding

1) First the sender endpoint (here called request point), is desired to transmit data,
broadcast binding request to any other endpoint in the mobile Ad-hoc network.

2) Second an endpoint in mobile Ad-hoc network to respond the binding request by
transmitting back message of ZigBee Device Profile (ZDP for short) only at the
moment that the receiver endpoint discovered that this binding request data is matched
with the receiver endpoint itself.

3) Third the request endpoint will store the receiver endpoint address in mobile Ad-hoc
network and the identity code of receiver endpoint into the binding table only at the
moment that the request endpoint discovered that the replied data of ZDP meets the
requirement and is correctly.

4) If the other endpoints information has been stored in the binding table of the request
endpoint, that means the direct binding is established among the request endpoint and
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the another endpoints in the mobile Ad-hoc network, the request endpoint can directly
mutually exchange data with each other endpoints by the binding table.

4.2 The Process of Indirect Binding

1) First the sender endpoint, is desired to transmit data, send binding request to
Coordinator of the mobile Ad-hoc network.

2) Second Coordinator responds the binding request of the sender endpoint by
transmitting back message of ZDP and stores the sender endpoint address in mobile
Ad-hoc network and the identity code of Sender endpoint into the binding table.

3) The indirect binding is finished as soon as the request endpoint has correctly
received reply message from Coordinator.

4) After indirect binding is established, each other endpoints in mobile Ad-hoc network
can exchange data through Coordinator.

Wireless keyboard’s Sender and Receiver built in ZigBee module make up the
mobile Ad-hoc network, which network topology scheme is shown as Fig. 3.

‘ RHeeoiverl
O Senderl, Sender?, Senderd
O Recoiver?, Recoiverd

Fig. 3. Topology construction of the system

In Fig.3, Receiverl plays the role of Coordinator and startups the network.
Receiver2 and Receiver3 via USB interface to receive keyboard codes and exist as the
role of the Router. Senderl, Sender2 and Sender3 connect with keyboard via PS/2
interface to send keyboard codes to binding Receiver and also plays the role of Router.

5 System Debug and Test Result

Debug and test by the following the three steps:

5.1 One Sender Transmit Vs. Multi-receivers Catch Information Respectively

Startup the Sender, message displayed on terminal of PC is as Fig.4 shown.

At startup, as the Fig.5 shown: the default receiver end is coordinator and the sender
node is the Senderl.
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Fig. 4. Startup the Sender
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Fig. 5. At startup, sender] transmit and coordinator receive

The first step is about only one Sender transmits data and the other multi-Receivers
waits to be linked for getting information respectively.
The process of exchanging data between one peer to multi-peers is as following:

1) Pressing the switchl, that means launch the Sender node 1 to send information
and Receiver node 1 wait to be linked for getting information corresponding. The
content on terminal of PC is shown as the Fig.6 and the situation of Sender node 1 send
VS Receiver node 1 receive is shown as the Fig.7.
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Fig. 6. Content on terminal of PC
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Fig. 7. Sender node 1 send VS Receiver node 1 receive
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2) Pressing the same switch once again (the second time), that means launch the
Sender node 1 to send and Receiver node 2 wait to be linked for getting information
corresponding. The content on terminal of PC is shown as the Fig. 8 and the situation of
Sender node 1 send VS Receiver node 2 receive is shown as the Fig. 9.
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Fig. 9. Sender node 1 send VS Receiver node 2 receive

3) Pressing the same switch (the third time), that means launch the Sender node 1

the volus of uieInterrupt is Bx5
the value of u32Interrupt is Bué
Targets will be Coordinator Receiverl an\‘l Receiver2!
sKevhStatus sSystem eBound == | BIND HONE
Porforming Halch Requex
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—————-———————7P_WatchlescRzp-——---—- —=lnb2
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Kew Freszed and the Yalue =Oxfd

Fig. 10. Content on terminal of PC

to send and Receiver node 3 (coordinator), Receiver node 1 and Receiver node 2
concurrent wait to be linked for getting information corresponding. The content on
terminal of PC is shown as the Fig.10 and the situation of Sender node 1 send VS
multi-Receivers nodes receive is shown as the Fig.11.
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Fig. 11. Sender node 1 send VS multi-Receivers nodes receive

4) Pressing the same switch (the fourth time), that means launch the Sender node 1
to send and Receiver node will be coordinator again is shown as the Fig.12., and next
loop (is shown as the Fig.13) will be to start.
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Fig. 12. Content on terminal of PC
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Fig. 13. Loop

In accordance with the above mentioned method, pressing number two switch with
one time (two times, three times), that means launch the Sender node 2 to transmit dada,
we need check the situation of Receiver node 1 (2, 3) to catch information respectively.

Within the same way, pressing the number three switch with one time (two times,
three times), that means launch the Sender node 3 to transmit dada, we need check the
situation of Receiver node 1 (2, 3) to catch information respectively.

And so on, a completing debug process about one Sender transmit VS multi-Receivers
is reached.
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5.2 Multi-senders Transmit Vs. One Receiver Catch Information Respectively

The second step is about multi-Senders transmit and only one Receiver wait to be
linked for receiving information respectively is shown as the Fig.14. Under such
circumstances of closing Receiver node 2 and Receiver node 3, we need only check the
situation of Receiver node 1 gain data when pressing the switch 1, switch 2 and switch
3 concurrent. Similarly, check Receiver node 2 and Receiver node 3.

link Fstabli=zhad!?

the value of WP Tnterrupt i=s D@ i
Target will be Coordinator?

Key Pressed and the Value =Bmfid

Key Pressed and the Valuc -Bxf@

Key Pressed and the Value -Bxid

e 00610 M= 12200 0 W 1 na |

Fig. 14. Content on terminal of PC

5.3 Multi-senders Transmit Vs. Multi-receivers Catch Information Respectively

The third step is about while simultaneously pressing switch one, switch two and
switch three, that means launch the Sender node 1, Sender node 2 and Sender node 3
simultaneously to send, Receiver node 1, Receiver node 2 and Receiver node 3 all wait
to be linked for receiving information at random type is shown as the Fig.15.
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Fig. 15. Multi-Senders transmit VS multi-Receivers

Test is strictly by various settings and the results are satisfied after many months’
executions.
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Abstract. The architecture of an Open Platform for Earthquake Engineering
Simulation (OPEES) is introduced. This project is sponsored by the Ministry of
Finance, China, cost 30 million RMB during last five years. The various parts
of the large platform are linked based on earthquake observation system,
experiment systems, and theoretical research systems. The core equipment, 30
Teraflops parallel supercomputer and 200T storage array, are described. At last,
2 test cases, one seismic wave simulation and pseudo-dynamic test are used to
verify the successful integration of OPEES.

Keywords: OPEES, Supercomputer, Storage, Test cases.

1 Introduction

In 2000, the U.S. National Science Foundation (NSF) invested more than 80 million
U.S. dollars to integrate a network of cooperative experimental system (NEES). The
NEES network infrastructure encompasses 1 management headquarter, 14 earthquake
engineering and tsunami research facility sites located at universities across the U.S.,
available for testing on-site, in the field, or through telepresence and cyberinfrastructure
operations ,the network connects, and the work of the experimental facilities,
researchers, educators and students. Japan started to build the E-Defense since 2005
which is a full-size three-dimensional vibration destruction facility and is the largest
in the world. The collaborative research between NEES and E-Defense focuses on
tests and analyses to develop major experiments involving bridge columns and
structures .This shaking table permits nearly full-size bridge models to be subjected to
earthquakes as largely as any recorded one in Japan or in USA during the Kobe and
Northridge earthquakes.

Since 2004, with the support of Chinese Natural Science Foundation, Institute of
Engineering Mechanics, China Earthquake Administration (IEM/CEA), Tongji
University, Hunan University and the other institutions had also launched basic
researches for a collaborative network in experimental systems. China is one of the
most countries hit by destructive earthquake and it is well known that large-scale
experiments on Earthquake engineering is one of the most direct methods of verify
the seismic capacity of various types of engineering structures.

In order to meet the challenge of high seismic activity in China, IEM/CEA
proposed a project, Open Platform for Earthquake Engineering Simulation, to reduce
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the impact of earthquake and to develop an active collaboration, a network center for
plenty of researchers based on the development of information technology [1].

The goal of this project is effective integration of all kind of original earthquake
related information and build an open platform which will serve for the earthquake
engineering within China. This project has gotten sponsored from Ministry of
Finance, China and the total fund is about 30 million RMB within 5 years. As the key
involvers, this paper gives an introduction of the OPEES.

2 OPEES Architecture

The Open Platform for Earthquake Engineering Simulation(OPEES) was operated
since 2004 and started to found in late April 2008. The Fig.1 shows there are three
main components in the platform, the networked hardware environment, the
numerical simulation and research, and the basic information repository. Architectural
design explains the components within the open platform and how each component
interacts with each other. This open platform will act as an operating system for
earthquake engineering researches, trying to connect the facilities, data, information,
knowledge and people together to this distributed networked platform. OPEES
initiative will be a sample model for the networked hardware environment, and
parallel computer which serves as the basis for the numerical simulation component,
and data warehouse which can be expanded to serve as the basic information
repository [2].

Under OPEES architecture, we design the hardware including the supercomputer
and mega storage array. The OPEES Supercomputer consists of 384 nodes of HP
ProLiant BL460c Blade Server,12 I/O node of HP Proliant DL380 GS5and 8
management